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L'arme suisse contre les cyberpirates
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3awmnTnTe KOMNbOTEP OT NUpaToB (generation-nt.com)

Ee nmsa - MELANI, oHa 6ecnonobHa, onepaTuUBHA U OEPXXUT B CTpaxe pa3bonHnKos
BMPTYaJsibHOro npoctpaHcTBa. Clo)XeT WNNOHCKOro cepnana? HeT, HoBas WBenUapcKas
cuctemMa MHpopMaLunoHHoM besonacHOCTK.
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La Suisse est mieux armée pour lutter contre I'augmentation des affaires d’espionnage
informatique et de vol de données.

L'arme suisse contre les cyberpirates

B cBeTe HepaBHUX Kpa>k BAHKOBCKMX OaHHbIX LLBenuapus ycnanesaeT o60poHy NpoTumBs
NHTepHeT-NnpaToB 1 MHPOPMALMOHHbLIX WLNMWOHOB. HoBas cuctemMa LleHTpa perncrpaumnm u
aHanM3a ans 3awunTbl MHOOPMALUMOHHbLIX AaHHbIX (MELANI) npownbiM neToM packpblisia 148
noAo3puTeNnbHbIX canToB. C ee NOMOLLbIO BIaCTAM He COCTaBnseT Tpyaa 61oknposaTh
onacHble agpeca AoMeHa .ch B cily4ae peasibHOM ONacHOCTN.

XXepTBaMu MHPOPMaLMOHHOIO WNNOHa)XKa U BUPYCHbIX aTak B nepsoM cemectpe 2010
roga, rno gaHHoiMm ®enepasibHOro genaprtamMeHTa (PUHaHCOB, CTaNu AaXke Takune rmraHThbl,
Kak Google n Adobe. H/n oguH wBenuapcknin cCanT He 3acTpaxoBaH OT HalWeCcTBUSA
BUPTYasibHbIX MMpaToB. CaMbIMK pacnpoCTpaHEHHbIMW MeToAaMN MOLLEHHNYECTBa B
NHTepHeTe oCcTaloTCa HEBUANUMOE MaHUNYIMPOBaHNE CanTaMu U «PULLNHI», MPU KOTOPbIX
B CUCTEMY, HE3aMeTHO 4J11 NoNb30BaTesNs, BBOOUTCA TaK Ha3blBaeMbI «MasiBapb»,
3710BpeaHoe nporpaMmmHoe obecneyeHne, gobeiBatollee ans NMPaToOB BCHO Heobxoanmyto
MH(OPMaLNIO, BKJIOYasA «3acekpedyeHHble» MMSA NoJib3oBaTesia 1 naposb. O4HaKo € anpens
3Toro roga MELANI MOXXeT KOHTPOIMpoBaTb N 06e3Bpe)XnBaTb 3apa>KeHHbIe ONaCHbIMU
nporpaMmMamMu canTbl gomMeHa .ch. N3 237 000 NpOKOHTPOIMPOBAHHbIX C MOMOLLbIO HOBOIrO
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obecnevyeHuns canTos, 148, To ecTb 0,6%, OKasanucb Noj NoA03peHNEM 1 BblIN 3aKPbIThI
NN OYULLEHBbI.

CucTteMa KOHTPONMPYET CaTbl HE TOJIbKO Ha BUPYCbl, HO 1 aBTOMaTU4Ye€CKU NPOBepSseT,
Kakoe BO3[eNCTBMNE OTKPbITNE CTPaHUL, OKa3biBaeT Ha KOMMbIOTEP 1 He 3anpsaTancs nu
roe-Hnbyab HepobporXkenaTenbHbIN WNNOH. MNMpu obHapy>XeHnun NoJ03pUTEsSIbHON
nporpamMmbl, Ha4yMHaLLen CYHNTbIBAaTb KOHMUAEHUNANbHYIO MHpOpMaLMo, cCucTemMa
noAHMMaeT TPeBOry U aBToMaTUYeCKN NocblaeT npeaynpexiaeHve snagesnbly canta nim
nposanaepy, nepen TeM Kak NpUCTYNnTb K «HUCTKE>.

Ecnn NHTepHeT-canT nofo3peBaeTcsa B pacnpoCcTpaHEHUN 3/10BPEAHOr0 MPOrpaMMHOro
obecnevyeHnsa n KoHpUAEHUMANbHbIX OaHHbIX, COTPYOHUKM LeHTPpa MHPOPMaLMOHHON
B6e3onacHOCTM MOryT ero 6J10KMpoBaThb. DTY BO3MOXKHOCTb OHU NOJY4UIN HEAABHO
6naropaps pesm3nm 3aKoHa O 3alinTe NMHPOPMALIMN U A0 HAaCTOALLEro MOMEHTa He
MCNOJIb30BasIN, TaK Kak 3aKpblTUE CanTa OCTaeTCsa KpanHen Mepown.

KoHKpeTHbIN npuMep: B heBpane cnctema MELANI nomorna oTbuTb aTaky MOLEHHUKOB,
nepecbaloLLmnX B rocyjapCTBEeHHbIe opraHusaumnm n obpasoBaTesibHble yY4peX4eHUs
npurnawweHnsa Ha KoHgpepeHuuto HATO 24-25 deBpana 2010 roga. Kak TosibKO noJsiyvaTesnb
BCKpPbIBaJ1 MPUIOXKEHHbIN OOKYMEHT, 3/I0BpeHas nporpamMMa BHeapsanacb B KOMNbOTEP U
npucoeanHsANa ero K HeBUAMMOWN CeTU, OTKPbIBas MOLLEHHWKaM OOCTYnN K
KOH(1aeHUMaibHbIM aHHbLIM 3/1€eKTPOHHOW NoYThl Biagenbues. MELANI cmorna
onpenesnTb KOMaHOHbIN cepBep NUPATOB N COCTaBUTb MOJIHbIN CAUCOK 3apa>KeHHbIX
CanToB, OTNPaBMB €ro KOMMNETEHTHbIM BJIaCTAM.

My6nnkysa CBOW Ce30HHbIN OTYeT, LleHTp perncrpauum n aHanvsa anas 3awnTbl
WHMOPMaLMOHHbIX AaHHbIX MOMb3YOTCA C/ly4YaeM HaNnOMHUTb O HEKOTOPbIX Mepax
NpenoCTOPOXKHOCTAX MPU UCMOJIb30BaHUN VIHTepHeTa 1 31eKTPOHHOM NoYThl. B YacTHOCTW,
peKkoMeHAyeTCs C N0A03PEeHNEM OTHOCUTLCSA K NMpensioxXeHnaMm paboymx MecT U Nncbmam,
obelLaroLwnM nerkui 3apaboTok Nam KpynHbiA BbINrpbIWw. Jake B IHTepHeTe HeNb3s
3apaboTaTb KpynHble CYMMbI C JIEFKOCTbIO, - NpeAynpexAatT 3KCnepThl No 6eszonacHocTw.

A ecnu Bbl BAPYr NONYyYMAN HEKYIO CYMMY O€eHer «no owmnbke» ¢ npocbboi nepenpaBnTb
nx o6paTHO COBCTBEHHUKY, HE CreLlnTe NCMOJIHATL 6naropoagHoe nopy4vyeHune. Ecnm peydb
naeT 0 MOLLIEeHHNYeCTBe, TO BNOC/AeACTBUN Bac MOryT 06BMHUTL Kak COyYacTHUKA B
OTMbIBAHUN AeHer. BbIBOA: 3/IeKTPOHHbIE MUCbMa OT HE3HAKOMLIEB C NOA03PUTENbHLIMU
agpecamum U TEMaMu Jiydllie He BCKPbIBATb.
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MHPOPMALIMOHHbIW LUIMNNOHAX LLBENLIAPUS
CTtaTbun no Teme

NHTepHeT - 0CTPOB COKPOBULLL?

PobuH N'yn n3 6aHka HSBC
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