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LLIBernuapus - TakOMbIl Kyco4eKk Knbep-nmpaTos, HO TPYAHOAOCTYMHbIN (Keystone)

ATaKn MOLLUEHHNKOB Ha 6a3bl AaHHbIX MPABUTENIbCTBEHHbIX U (PUHAHCOBBLIX YYpeXxaeHuin
CTaHOBATCS BCe Yalle 1 onacHee. CTpaHa 6aHKOB C OFPOMHbIM KOJINYECTBOM LIEHHOWN
MHgopMaunn B LMOPOBOM BUAE - O[IHA U3 CaMbIX NPUBJIEKATENbHbIX Liesiein Knbep-
nMpaToB.

I

Les attaques de pirates informatiques contre des systemes et des données sensibles sont le
revers de la mise en réseau numérique toujours plus dense. La Suisse n’est pas épargnée.
Sa place financiere importante en fait méme une cible privilégiée de la cybercriminalité.
Une Suisse "piratée"

CeTb undpoBbix 6a3 AaHHbIX B MUpPe NOCTOAHHO paclumpsaeTcs. [paBuTensCcTBa,
MWUHUCTEPCTBA, MeXAYyHapo4Hble opraHusaumm n baHkn Bce 4alle npegnoymTatoT
KOANPOBaTb MHMOPMaLMIO N XPaHUTb ee B 3J1IeKTPOHHOM Buae. ObopoTHas CTopoHa
Me[asin - y4alwalTCa aTaku XakepCcKnx rpynnmpoBoK, pacTeT KOJINYEeCTBO MaxmHauunin
pnHaHcamMm B IHTepHeTe, KpaXk CeKpPeTHbIX AeneLl U NPpoYnX BUPTYyasbHbIX
MOLLUEHHNYeCcKux onepaunn. LLisenuapmna co cBOUM NPUBUIIErMPOBAHHBLIM MOJIOXKEHNEM B
Munpe BaHKOB - TAKOMbIW KyCOo4eK A8 nMpaToB BceMmmpHom ceTu.

B okTabpe 2009 roga xakepbl aTakoBan nHpopMaLmnoHHyto 6basy denepasibHOro
MUHUCTEPCTBA NMHOCTPaHHbIX Aen. B Hos6pe 2010 HanageHnsaM NoaBepPrAnCh CanThl
yeTblpex rnaBHbIX NOANTUYECKUX NapTuin KoHdenepaunn. B nekabpe npownoro roga
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MULLEHbIO MMPATOB CTaN No4YToBbIN BaHK PostFinance, Yepes KOTOpPbIA BONLLINHCTBO
KOMMaHNW, YY4peXx4eHUN N 4aCTHbIX 1ML, NPOBOAAT (PMHAHCOBLIE onepaunun: 1,2 MunamoHa
KJINEHTOB HE CMOr I NOAKJIYUTBLCA K CACTEME U CBOUM CYeTaM.

B dheBpane KoHdenepaumsa Ha HECKOJIbKO HefeNb 3abnokmpoBasia AOCTYMN K perncTpy
onsiaTbl KBOT Ha NapHWKOBbIE ra3bl: B cucteme 6esonacHocTn 6a3bl, roe XxpaHAaTcs
pa3peLleHns Ha «BbIXJI0Mbl» 06LWEeNn CTOMMOCTbLIO OKOJ10 4 MUIINAPA0B (PpaHKOB, Bbin
HangeH Heknn «npoben», cnoCcobHbIN 06NerynTe 4ENCTBUA KPUMUHAIbHBIM
rpynnMpoBKaM.

B cBeTe HepaBHUX Kubep-aTak, oupekTop LleHTpa perncrpaumm v aHanmsa anas 3almnTbl
MHOPMaLMOHHbIX AaHHbIX (MELANI) Mackanb Jlamna fan nHTepsbio LLBenuapckomMy
TenerpaPHoMy areHTCTBY ATS, B KOTOPOM OTMETWUJ1, 4TO KOJIMYECTBO HanageHunn
BUPTYaJibHbIX MMPATOB B NOoC/egHee BpeMs He YyBEJIMYMI0Ch, MPOCTO O HUX CTaaun 6onbLue
roBopuTb. «HeT HMKakon HeobxoanMmMocTun coobulaTb O HMUX, HO, Y4UTbIBas MaclwTab
HEKOTOpPbIX, Y NPeanpuATUA N roCy[apCTBEHHbIX yHpexxaeHnn He bbino nHoro soibopa,
4yem obHapoaoBaTb CAyymBLLeecs», - 06bACHUA rocnoanH Jlamua.

B To XXe Bpems4, B lepMaHunun, Hanpumep, blopo no nHpopmMmaumMoHHon 6e30nacHOCTH
perncTpmpyeT eXXxefHEBHO YeTblipe-NaTb aTak Knbep-nnpatos Ha 6a3bl 4aHHbIX
npasuTenbcTBa. LLBenyapmsa nogobHOro cyeTa He BeAET, HO, yTBepXaaeT MNMackanb
JlTamuna, Konm4yecTBO HanMnaZeHUn Ha ee rocygapCTBEHHbIE CalTbl JO/IKHO BbITb MPUMEPHO
TakKNM XKe, KakK y CeBEepHOro coceaa.

OnpekTop MELANI nog4yepkHys, 4To ntobas cnctemMa B NPUHLNME MOXKET CTaTb 06bEKTOM
XaKepoB nUau nHgopmaymnoHHoro caboTtarka, ecsim y Hanagawwmx 4oCTaTOYHO MOTMBaUUN
N cpeacTB. Apyrumm cnosamu, B Kaxxayto 6a3sy faHHbIX MOXXHO MPOHUKHYTb, pacnonaras
HeobXxoONMbIM KOJIMYECTBOM BPEMEHMU N AeHer Ha B3sioM. CaMo cobon pa3ymeeTcs, B
rnocriegHee BpeMs cuTyauusa yxygwmnacb. bnarogaps cBoemMy nosioXXeHuto B PUHaAHCOBOM
Mupe, LLiBenuapusa - 4eNCTBUTENLHO BOXAE/IeHHas Leslb MOLWEHHUKOB, HO, OKa3blBaeTCH,
TpyaHoZoCTUXMMas, obbacHun ATS Kanana BroecT, cneymanncT no 3awmtam OT BUPYCOB
nponssognTens nporpammHoro obecnedyeHns Symantec. [1eno B ToM, 4TO B
KoHtenepaunm ctaHgapTbl MHGOPMaLMOHHON 6e30NacHOCTM ropasao Bbille, YeM B
APYrnx cTpaHax, 4To obeckypa>kmBaeT MHOMMX NMPaTOB.

«Kunbep-nupaTtcTBO - rnobanbHbein «bnsHec», - 3amedaeT KaHaung BioepcT. - U
60/1bLUMHCTBO MOLLIEHHMKOB UCMbITLIBAIOT yAadyy Ha MeHee 3almuieHHbIX 6aHKax,
HanpuMep, Tex, YTO NOJIb3YITCHA cucTeMamm 6e30MNacHOCTMN CO CTaHAAPTHbLIMY,
HEen3MeHseMbIMU NapPoONAMU>.

HecmoTps Ha Bbicokue TpeboBaHMsa K cuctemam besonacHocTu, LLBenyapusa B bamxxanwem
byayLieM naaHMpyeT BOOPYXUTbCA NPOTUB BUPTYasibHbIX MMPATOB elle 04HON aHTU-
XaKepCcKon nporpamMmmon gencteun, noa HadBaHmem «Cyber Defense». ®egepanbHbll COBET
co3fan cneunanbHyo paboyyio rpynny no paspaboTke cTpaTerun B Aekabpe, nnaH byget
YyTOYHEH M NpeacTaB/IeH K KOHLY 3TOro roaa.

«LleHTpanbHbIM MYHKTOM NPOrpaMMbl CTAaHET ornpeaesieHne cTpatermm cCoTpyaHmu4ecTBa
Mexay KoHgenepaumnen n Bnagesbuamm ocobo 4yBCTBUTESbHbIX 6a3 AaHHbIX>», -
obbacHUAN NpencTtaBuTens PenepanbHoOro genaptameHTa o6opoHsl (DDPS) areHTCcTBY ATS.
B HacTosALWwee BpeMs BeAyTCs NeperoBopbl C NpeacTaBuTeIaMn CEKTOPOB SHEPreTUKHu,
PMHaAHCOB, TENEKOMMYHUKALNOHHbLIX CUCTEM, 4TOObI oNpenennTb MecTa N TakKTUKyY



000pOHUTENbHbLIX OEeNCTBUN, HO AeTanu npoekTa DDPS xpaHUT B TanHe.

OpHoBpemMeHHOo LleHTp perncrtpaunm v aHanamsa aasa 3awmnTtbl MHPOPMAaLMOHHBIX OaHHbIX
MELANI ncnonHseT ponb «NoXKapHoW» cny>bbl B cniydae kKnbep-atakun. Kak 3ametun
MNackanb Jlamuna, npogeccnoHasibHble Xakepbl Bcerga crnocobHbl BbIFpaTb BpeEMS, U
CUTyaumnsa B CKOPOM BPEMEHUN KapAWHaNbHO He nameHnTca. Kangunpg BroecT bonee
ONTUMUCTUYHO CMOTPUT Ha BELLW: NO ero MHeHunto, 6opbba NpoTnB KMbep-NMpaToB, XOTA K
TPpyLAHOeE, HO He Be3HazexHoe aero.

Ona GUHAHCOBbLIX yYpexxAeHUI N MPaBUTENbCTB 3alMTa AaHHbIX MHOMAa AENCTBUTENbHO
HanoMunHaeT 60pbby C BETPSAHLIMU MesbHULAMKU. KpaXka MHOopMaLIMn - BbirogHoe Aenble,
caoenaBllee MHOXECTBO XakKepoB MUJIIMOHEPAMUN. 3a XOPOLLY NporpaMMy, CYHUTaOT
3KCMepTbl, 3aUHTEPECcoBaHHbIE CTOPOHbI FOTOBbI BbIJIOXXUTb NOJIMUIMOHA (hpaHKOB Ha
4YepHOM pbIHKE.

Kak npaBuno, MOWEHHUKN OeNCTBYIOT 1Mb60 U3 MOAUTUYECKNX MOTUBaLU, nnbo n3
»xenaHusa oboraTnTbcAa. Kpa)ka 6aHKOBCKMX AaHHbIX MPAMO C canTa 3aBepLuaeTcs 06bI4YHO
HenocpeACTBEHHON NepeKaykon AeHer CO CHEeTOB, U (PUHaJIbHbIA BbIMIPbILW Xakepa B 3TOM
cJlydae 3KcnepTbl OLLEHUBAIOT B HECKO/IbKO MUJIJIMOHOB 3@ rof.

Bce 6onee npuenekaTenbHONM MULLEHBLIO KNbep-aTak CTaHOBATCA CMapTgOHbI, MOCTOAHHO
noaKJto4YeHHble K ceTu. NMnpaTbl, He3aMeTHO A1 BlafesibLeB, BHeAPAT B TesieoHbl
3/10BpeAHYI0 MporpamMmmy, CNoCcobHyo 0ToCaTb Tak Ha3biBaeMble «CMC-npeMnym» no 5
(hpaHKOB 3a coobuieHne. «I3TO coBepLUEeHHO He BpoCcnTCs B rfa3a B YaCTHOM cyeTe 3a
TenedoHHyto cBA3b. OQHaKO ANS NPEeCcTyNHOM rpynnmMpoBKn NnogobHbie «npemMmnm»
COCTaBAT B KOHe4YHOM ntore goxon B 500 000 chpaHkoB Ha 100 000 3apa>KeHHbIX
CMapT(OHOB, - KOMMeHTUpyeT KaHaua BioecT. - Hennoxaa mecsa4yHasa 3apniaTa,
corslacuTecb».

Mpofaxka MOXMLLEHHbIX OAaHHbIX Tak)Xe CTaHOBUTCSA BCe 6onee nonynsipHON B NPecTyrnHOM
Mupe. ObbIYHO NOKyNaTeNsAMK BbICTYNAOT KPUMMHAIbHbIE OPraHn3aLnmn 3a rpaHuLLEn.
OAHaKo MX Ha3BaHMWSA, Kak U UMeHa YY4aCTHUKOB, TWATEe/IbHO MAaCKMPYIOTCS, U BbINTU Ha
cnef NPakTUYeCKN HEBO3MOXKHO. Kakne CTPYKTYpbl CKPbIBAOTCA 3@ MOXULLEHNEM
NHGOPMaUMN, N KakKne rocyaapcTBa, Tak>XXe CKPbIBAETCSA 3aMeLlaHHbIMU B MaxMHaLNIo
chepaMm: «I3TO TOHKUIA MOJUMTUYECKNA BOMpPOC. [MoKa3biBaTb MajbLEM Ha TY WU UHYIO
CTpaHy 0Bbl4HO HE [OCTaBUT HUYEro, KpoMe HenpusaTHoCTen. B 60NbLLINMHCTBE TaKMx
CJZly4aeB HEBO3MOXXHO YTO-NM60 AoKa3aTb», - AobasnsieT MNackanb Jlamuna.

MpaBuTeNnbCTBa HEKOTOPLIX FOCYAAPCTB NOA03PEBAOTCA WBENLapCKMMK cneymannctaMmm B
nHaHCMpoBaHUM NUPATCKUX onepauni. Tak, HanpuMmep, MHMOPMaLMOHHbIN BUPYC
Stuxnet, 3apa3uBLUUA faHHbIE NPAHCKOWN AAEepHON NMPorpamMMsbl, BNoJsiHe MOr ObITb 3anyLleH
cekpeTHbIMK cny>xbamn CLUA nnn N3panns, - HamekatoT akcnepTol. 1o MHeHunto Kananaa
BioecTa, pa3paboTka nogobHoro Bmpyca AosixHa bbina obonTuch 3akaszdymkam B 500 000
hpaHKOB.

kmnbep-nnpaThl LIBENLIAPUS

Kpa>xa 6aHKOBCKUX AaHHbIX

LLiBenuapus

CTtaTbu no Teme

JecaTtb neT WBenuapckmMx paccnegoBaHun, Win Kak MHTEepHEeT M3MeHUA NPecTyYyNHOCTb
LLIBenLL@apCcKOe opy>Xme npoTmB NMpPaToB
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