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B npogosiXeHne CTaBLNX TPaanLMOHHBIMU NHTEepHEeT-KoOHMepeHLniA, NPoBoAMMbIX Haluel
Fa3eToi.ch npu nogaep>xke MasnpombaHka, NpegsiaraeM BallemMy BHMMaHUto beceny
3KCMNEepTOB Ha TEMY, KOTOpas B nocjiefHee BpeMs npuobpena ocobyto akTyalbHOCTb: O
3aWmMTe BAHKOBCKUX BKJ1IaA0B OT MPOUCKOB 3/10YMbILLIIEHHWKOB.

La sécurité informatique est une grande question d'actualité: dans le cadre des
conférences, organisées par NashaGazeta.ch avec le soutien de GazPromBank, nous vous
proposons une discussion sur la protection des données bancaires, menée par des experts
en Suisse et en Russie.

Comment protéger ses comptes bancaires?
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NMNoMHUTe neceHky Jlncol Anucel n Kota ba3sunano n3s yygecHoro puibma «lpuknoveHns
BbypaTnHo», B KOTOPOM MHUMbIE APY3bA COBETYIOT AEPEBAHHOMY MaJib4MKY, KaK ny4Lle
pacrnopsianTbCA HEOXKNAAHHO CBAJINBLLUNMCS Ha HEro COCTOAHMEM: «3aponTe BaLln
AEHEeXKW...» N TakK fanee.

KoHe4HOo, Te BpeMeHa NpoLLU/N, COBPeEMeHHble «boraTeHbkue BypaTuHO» npegnoYnTaoT
He 3apblBaTb CBOM 30/10Tble MOHETKN B 3€MJ110, HE KJ1aCTb B TYMOOYKY U He NMpsTaTb B
JIIOCTPY, a nopy4aTb 3aboTaM cneumnanncToB - COTPYOHUKOB BAHKOB, MHBECTULIMOHHbIX
KOMMaHWi 1 npoYasi. BnpoyeMm, ABMXKET MU TO XKe CTPEMJIEHNE - CAeslaTb TakK, YToObl
LEeHeXKN «npopocnm». Mpn 3TOM KenaTesbHO, YToObl pa3Mepbl «ypoxkas» He
CTAHOBUAUCH Obl JOCTOSSHUEM LLUNPOKOM 06LLECTBEHHOCTM.

OnHako B nocieiHee BpeMs y4acTUINCh CJly4an YyTeYKM 3TOW 3aBegoMO
KOH(UOEHUNANbHON MHOPMaLKUK, 4TO paayeT nobutenein coBaTb HOC B Yy)XWe gena, Ho
HE MOXXKET He Bbl3blBaTb 03a604E€HHOCTM KakK 1N CaMUX BKJIAaA4YMKOB, TaK 1 BCeX
npoceccnoHasnos, paboTaowmx B o61actm rHaHCoB. BoT 06 3TOM Mbl 1 MOroBOpPUM
CcerogHs ¢ AByMS 3KCMepTaMu, NoAXoAAaLMMM K NpobieMe Ka)k bl CO CBOE TOYKM
3peHus.

Y Hac B rocTax: Anekcen KoHcTaHTuHOBMY MnewkoB, HavdanbHUK OTaena 3awunThbl
MHPOPMaLMNOHHLIX TexHoNorun asnpombaHka (Mockea, Poccus), 1 Anekcuc CUKOPCKUM,
FeHepanbHbLIN anpeKTop rpynnbl New Access, cneumanm3npyowencsa Ha Npon3BoacTee
nporpaMMHoro obecrnedyeHunsa gns 4acTHbiXx 6aHKOB (XKeHeBa, LLBenyapuns).

Hawa rasera.ch: rocnopna, KTo U3 Bac 3HaeT, Korga npou3oLues nepBbin caydan
XuweHnss 6aHKoBCKoO MHpopMaLun n MO>XKeT O HEM paccKa3aTb?

Anekce# MnewwkoBs: MNepBble haKTbl XULeHNs BaHKOBCKON MHGOpMaLUM - NO CyTH,
pOBECHUKKN camMux BaHKOB 1 oTHocaTCA K VIII BekKy [0 Hawen 3pbl. B 3TOT nepuopg B
OpeBHeM Pume nponcxonmnno CTaHOBJIEHNE FOCylapCTBEHHOCTHN, pa3BMBaJICA TOBaPHbIN
obMeH, feHeXHble N KpeAuTHbIe OTHOoWweHUA. [NepBble puMckune baHkm (baHK - oT
NTaNlbAHCKOro CsgloBa «CTOJ1», «banco») cneunannsnpoBanncb Ha MEHANLHOM aerne
(HyMynapuKn) N Ha KpeaUTHbLIX onepauusax (apreHTapumn). Yxe Toraga nepeesxaswmve B
Apyroe noceneHme coTpyaHukmn 3abupanm c cobon Bce cozgaHHblie MU BELOMOCTU U
HakornneHHble 3a BpeMs paboTbl MaTepuasnbl U 3HaHUA. C opyron CTOPOHbI, beHble crioun
csBobonHOro HaceneHusa u 6ernbie pabbl NOA CTPaxoM CMepPTU coBepLlann Habern n
rpabexun Ha pblIHOYHbIE MJowaan, rae pasmewanncb 6aHku (MeHabHbIEe CTObI), OTOMpas
y 6aHKMpPOB (MeHCapuneB) He TOIbKO HaJInYHble AeHeXHble cpeacTBa, npeamMeTbl obuxona u
[OPOXKHbIE KapTbl, HO U PYKOMUCHbIE BEAOMOCTMU.

Anekcunc Cukopckuu: B 0603pnMOM NMpoLLIOM NePBbIA CEPbE3HbIN ClyHall KPaXKn OaHHbIX
C Uesibio nepefaYvun Nx «KKOMMneTeHTHbIM opraHam» nMmen mecto B 2002 roay B
NNXTeHWwTenHcKoM baHke LGT: KoHmnaeHunanbHasa nHpopmaumnsa, kacatowasnca 1400
KIMEeHTOoB 3Toro baHka, bblna Torga nepefaHa repMaHCKoOMW HasloroBOW MHCNEKL M.

B Hayane pnekabps 2009 rona 6bIBLUNNA COTPYOHMK OTAENa NHPOPMATUKU XKEHEBCKOIO
6aHka HSBC nepenan paHLy3CKMM BNacTaM BaHKOBCKME AaHHbIe, Kacatowmecs
hpaHUy3CKMX HanoronaaTeNblWMKOB, obnafaloLWwmnx CKpbITbiMK cHeTamu B LLBenuapuun. B
cnucok nonanu okosio 3000 YyenoBek, YKJOHABLUNXCS OT HaJIOroB.

B Hayane espana 2010 roga NepmaHma nony4una npeanoxeHue npuobpecTn, 3a



HEeCKOJIbKO MUJIJIMOHOB eBpo, BaHKOBCKYO nHGopMaumto o 1500 HeMeLKux
HanoronnaTenbwmkax, obnagarowmx cietamum B LLisenyapun.

LliBesiapumio, CTpaHy € TpagUuLNOHHO be3ynpe4yHou penytaumen XpaHUTens
6aHKOBCKHNX TaWH, B nocsenHNUe rogbl COTpsAcaamn CKaHhalNlbl, CBA3aHHbIe C KpaXxeH
- y>)k byaem Ha3biBaThb BeLu CBOMMU MMEHaMU - BAHHbIX CaMMUMM COTPYAHUKaAMM
6aHkoB. K10 3TN nrogn? Yro nmn pykosogunt?

Anekcuc CUKOPCKUMK: [1encTBUTENIbHO, NPOdnIb NOXUTUTENS OaHHbIX B nocnegHee
BpPEMSA N3MEHMUNCA. PaHblUe rnaBHOM MoTuBauUMen bbisia BO3MOXHOCTbL 3apaboTaTh, U
nokKynaTesin HaXoAUINChb - HAJI0OrOBble BEAOMCTBA Pa3HbIX CTPaH BCceraa rotosbl Obinun
[aTb XOPOLUYIO LLeHY 3a nHpopMaumio o cbepexxeHnsax CBOUX rpa>kaH B LLUBenLapCKux
HbaHkax. [MpOTNB BO3HUKLLEro TakMM 0bpa3oM 4epHOro pbiHKa 66N NPUHATHI
COOTBETCTBYIOLLME KOHTP-Mepbl. B nocnefHee e BpeMs Mbl BCe Yalle nmeem AeJio C
«bopuamMm 3a cnpaBea/IMBOCTb», KOTOPbIMU ABUMXXET HE NIMYHAs Bbiroga, Ho ceoeobpasHoe
noHMMaHmne obLiecTBeHHON Nonb3bl. NpuaaBas ornacke KoOHpuaeHUManbHYO
WH(OPMALMIO, OHU CHUTAIOT, YTO BHOCAT CBOM BKNazg B 6opbby € KanuTanmismoM. MNpn 3ToM
OHW NPEeKPaCHO NMOHMMAIOT, YTO X AENCTBUSA HE3AKOHHbI, N FOTOBblI HECTU 3a HUX
OTBETCTBEHHOCTb.

3agukcunpoBaHbl 1 NofobHbIe cnyyam B Poccun? N Kak pearupyiot B pOCCUHCKHNX
6aHKOBCKMX Kpyrax Ha npoucxonsuiee B LLiBedvapun?

Anekcen Nnewkos: K coxasneHuto, B NocsieHNe roabl B KPYMHbIX POCCUNCKUX

Anekcen lMNMnewkos

OpraHm3aumax Takxe yBesIM4naoCb KOJIMY4ECTBO C/ly4aeB yTe4ykn nHpopMaunn. IKCnepTobl-
AHaJIMTUKWN CBA3bIBAIOT 3TO B NEPBYIO o4epeb C NOCNenCTBUSAMN MUPOBOIO
3KOHOMMYECKOro Kpusmnca. MHorme npefaHHble paboTHUKW, BbIHYXXAEHHbIE M0 NPeccoM
06CTOATENLCTB MEHATL MeCcTOo paboTbl, TEPSANM NOANLHOCTL K paboTogaTento n He
CTEeCHSANNCb, YXo44, «3abupaTb TO, 4TO MNJIOX0 NeXuT». UIMeHHO B 3TOT nepuoga,
CTOJIKHYBLUNCb C peasibHbIMU C/Iy4assMN yTedyeK U Kpak MHpopMaL M Ha MecTax,
PYKOBOAUTENN KOMMNAHUN 3a4yMasinCb O peLlleHnn 3agaqn obecnedeHns MHMOPMaLMOHHON
B6e3onacHocTun. Poccuinckoe 6aHKoOBCKOE cOOBLLECTBO B 3TOM CMbIC/IE€ MOXET BbICTYMaTb
ncknao4veHmem: B 2006 rogy nosasunca CtaHpgapt baHka Poccun CTO UBBC 1.0, B
COOTBETCTBUU C KOTOPbIM BaHKN B HalLen CTpaHe nNpeanpuHUMatoT Lenblii KOMMIeKC Mep
no 3awunTe nHpopMaunn. 3To NO3BOJINIO B Nepro 3KOHOMUYECKOro KpU3nca CHU3NTb



PNCKN KOMIMPOMETaUUN N YTEHKN KOHCbVI,EI,eHLI,I/IaJ'IbHOVI I/IH(DOpMaLI,I/II/I, TeM CaMbIM MNMoBbICUB
nokKa3saTesn (DVIH8HCOBOI7I npmenekKaTe/ibHOCTU U peIZTI/IHFI/I 3TUX opraH|/|3aL|,|/||7| B LleJIOM.

Hey>xenun Bce «6opubl 3a cnpaBefInBoCTb», O KOTOPbIX roBOpPHUJ1 ANleKcuc
CUKOPCKMM, TAK XOPOLLIO NOJIroTOBJIEHbl TEXHUYECKHMU, YTO MOTryT NPeonosieTh BCe
CUCTEeMbl 3aLUNTbl BaHHbIX U MOXUTUTb UX?

Anekcuc Cukopckui: B cnyyasix, 0 KOTOpbIX MOET peYb, B POJIN BOPOB HYaCTO BbICTyNaloT
He cneumanucTbl B 06nactn HPOPMaTUKNK, a cnyxxalme baHkoB nnm 6sk-ogpuncos be3
0CObbIX TEXHNYECKNX HABbIKOB.

A BoobLle, TEXHMYECKYIO 3aLNTY AaHHbIX MOXKHO CPaBHUTb C MPOTUBOCTOSAHMEM MeXAy
OpoHEeBOW 3aLNTON U paKeTaMU: Ha Ka)KAbl HOBbIW TEXHOJIOrMYECKMI War B pa3BuTum
OpPOHN N3rOTOBUTENN PaKeT OTBEYAOT TEM Xe.

B o6nactn nHgpopmaumnoHHon 6e30nacHOCTM MPOUCXOAUT TaKOoe XKe COPEBHOBAHNE MeXAY
cny>xbamun 3awnTbl 6aHKOB 1 NUpaTaMu. KTo BeingeT nobegntenem, 3aBUCUT OT TOrO,
€CJIN TOBOPUTb KOPOTKO, CKOJIbKO BaHK BJIOXKW Ha OaHHbIA MOMEHT CPeAcCTB B 3alUUTY
cobcTBeHHOM nHMopMauun. OgHAKO, CKOJIbKO HM BKJaAbiBan, yS3BMMbIM MECTOM BCeraa
byneT 4Yenosevyeckmn akTop.

NHTepecyowmmcsa 3TMM BONPOCOM PEKOMEHAYI0 CaMOro 3HaMEeHUTOro Xxakepa Bcex
BpeMeH, aMmepuKaHua KeBuHa MUTHUKa, NpPO Hero gaxke HanucaHa kHura «The Art of
Deception: Controlling the Human Element of Security de Kevin Mitnick». OH npoBen
HECKOJIbKO MeCsLEeB B TIOPbMe 3a pa3JiyHble NpecTynjeHus, CBA3aHHble C MHPOPMaTUKON.
Mo ero co6CcTBEHHOMY MPU3HAHWIO, OH Mano NOJIb30BasICA TEXHUKOW, HO 0BUBHO -
KOHTaKTaMu C IO AbMU.

[lencTBoBas OH TaK: 3BOHWJI NOJIb30BaTENAM UHPOPMALIMOHHON CUCTEMbI KaKoro-Hmbyab
npeanpuaTus, NpeacTaBAaiCcsa COTPYAHNKAM CyXbbl MHOOPMATUKKN 1 CripaLlLnBa
naponuv. YamBuTenbHO, HO fa)ke CerofHs B CaMbIX 3alnLLeHHbIX BaHKax Takaa TakTUKa
byaoeT camon AencTBEHHOMN.

Ho kak xxe baHKy 3aliNTUTL cebsa oT npepaTenbCcTBa U3HYTPU? Beab HeNb3s
COBCeM JIMLUNTL COTPYAHUKOB BOCTyNa K MHopmaumun?

Anekcuc Cukopckum: PasymeeTtcs! EC/iM 0CTaBUTb B CTOPOHE YUCTO TEXHNYECKME
CpeacTBa, a roBOpUTb 00 NCKIOYNTENBHO, TaK CKa3aTb, OPraHU3aUNOHHbIX, TO Ha4YaTb
HY>XHO, HaBepHOe, C pa3feneHuns ponen agMMHUCTpaTopa 6aHKa OaHHbIX U
agMUHMCTpaTopa cucTteMsbl. Kpome TOro, Haflo NpensaTCTBOBAaTbL NepeHoCcy UHopMaLnm o
KnMeHTe Kyaa 6bl To HKM 6b110, ByAb TO Ha Bymary nnm B 3NeKTPOHHbIN ann. axke ecnun
OblBaeT HY>XHO MMeTb AOCTYMN K UH(hopMaumun, CBA3aHHOW C OTKPbITUEM CYeTa, peako
BO3HMKaeT HeobxoaMMOCTb B ee pacneydyaTke. B niobom cnyvae, BCce NOMNbITKM pacrnevyaTtaTb
WHOPMaLMIO, COXPaHUTb U NepeHecTn ee Kyaa-To MOoryT ObiTb npeceYvyeHbl au, rno
KpanHen Mepe, TwaTesIbHO OTC/IEXXEHDbI.

Anekce# Nnewkos: CornaceH ¢ ANeKCUCOM B TOM, HTO HY>XXHO NOOXOAUTb K peLleHunto
npobaeMbl yTEYKN KOMMIEKCHO. KakK U3BEeCTHO, MH(opMaLnoHHaa 6e30nacHOCTb - 3TO He
COCTOSIHME, a NpoLecc, NPOTSAXKEHHbIN BO BpeMeHN. YTo6bl MUHUMN3NPOBATb PUCKN YTEYKN
KOH(bmnaeHumanabHOM nHpopMaunm n 6aHKOBCKOWM TalHbl B aBTOMaTU3UPOBAHHbIX
baHkoBCcKMXx cuctemax (AbC), BaXXHO NPOBOAUTD Liesibll KOMMJIEKC MEePONPUATUN - C



MOMEHTa NMPUHATUA pelleHnsa o BHeapeHun ABC B baHKe, 3aKaH4YMBag 3TanoMm yTuamsauunm
ncnonb3oBaHHOro obopynosaHus. Mpuydem K nobon ABC y)xe Ha 3Tane NPoOeKTUPOBaAHUS
OOJIKHbI MPeabaBAAaTbCA YeTkne TpeboBaHus, BkAoYaa TpeboBaHMA K nogcucreme
XKYPHaNMpoBaHMA CoBbITUI, HAIMYNIO CPeaCcTB KPUNTOrpanyeckom 3aLlinThl, MaposibHON
NONMTUKN, NPaBUA pa3rpaHMYeHns npas JocTyna, a Takxe TpebosaHmsa no Hannymio B ABC
paboyero mecta agMMHUCTpaTopa 6e30nNacHOCTN C COOTBETCTBYIOLWMMN MHCTPYMEHTAMU U
NHTephencamu.

LLInpokoe pacnpocTpaHeHMe B HacTosLLee BPpeEMS NoJly4atoT MHPOPMALMOHHbIE CUCTEMBI
3alUMThbl, NO3BOJISAIOWLNE YCTAaHABAMBATb Ha KOH(UAEHUNAIbHble AOKYMEHTbI METKMU,
onpegensowmne noJNTUKY AOCTYMN K AOKYMEHTY Ha pa3in4Hbix paboynx mecTax. Cuctemsl
obpabaTbiBalOT COXPAHEHHbIN OKYMEHT U CTaBAT Ha Hero nogobmne sNeKTPOHHOro 3aMKa,
KOTOPbI MOXXET BblTb OTKPbLIT TOJ/IbKO Ha CTPOro OnpefeneHHbIX KOMMbloTepax
KOHKPETHbIMU COTPYAHUKaMWN. ECNn AaHHbBIN 0OKYMEHT BbIHOCAT 3a TEPPUTOPUIO
OpraHv3auMn 1 NbITAOTCHA OTKPbITb HAa APYrO KOMMbIOTEPE, TO 3NIEKTPOHHbIN 3aMOK He
MO3BOJISET NPOYNUTATb TaKOM OOKYMeHT. CuCTeMa 3allMLLaeT TakXKe OT MOonbITOK
CKOMMpPOBaTb COAEP>KaHMEe OOKYMEHTa C METKOW B APYron AOKYMEHT Uan caenaTb
CKPUHLLOT 3KpaHa.

Ho 4To MoXXeT nomelwaTb COTPYAHUKY C AYPHBIMW HAaMepPEHUAMU NMPOCTO
cchoTorpacupoBaTb, HanNnpuMep, 3KpaH C NpeacTaB/eHHON Ha HEM MHopMaunen?

Anekcuc CMKOpPCKUMK: 1158 3TOro ecTb creumnasnbHble Mmepbl 6e3onacHoCTN. MoXXHO,
HanpuMep, NPUMEHNTb onepaumnto, HasbiBaeMylo «MacKuposaHne nHpopmaunumn». Torga He
3KpaHe byneT BUAHa He BCA MHMOPMaUNS, a INLWb HY>XHble Ha AaHHbIN MOMEHT 3/IEMEHTbI
ee: noanucb, uma 6e3 agpeca, nnm ocobule ycnoBusa cyeta 6e3 nmeHn Bnagensua. Ecnm xe
HY>XHO YBUAETb NHPOPMALMIO MOJIHOCTbIO, MOXXHO MPUMEHUTbL TaK Ha3blBaeMblIl
«floutage», Torga Ha akpaHe byaeTt BuaHa BCA MHGPOpPMaLKNs, HO HE OAHOBPEMEHHO, a
hparmeHTamMm, CNIOBHO Ha HNUX HamnpaBaseTCcAa Iyd POHapuKa.

Anekceu NMnewkoB: [1715 6aHKOB MO psAy HanpaB/IeHUI eCTb YeTkne TpeboBaHus
PEerynsaTopoB B HaCcTU TEXHUYECKOro OCHAaLLeHUs paboynx MecT COTpyaHUKOB. Hanpumep,
KaccoBble y3/bl B 00513aTe/IbHOM Nopsiike A0J/IKHbI 6bITb 060pyA0BaHbl HECKOJIbKMMMU
BUIAEOKaMEPaMUN PasIMyHON HanpaBJ/IEHHOCTW, YTO, B CBOIO 04epeb, 04eHb AENCTBEHHO
oCTaHaB/IMBaeT COTPYAHMKA OT UCMOJIb30BaHNS CPeACTB BUAEO U DOTO CbeMKU. TakxXe, C
NMUCbMEHHOI 0 pa3peLleHns COTPYAHUKA, MO COrJlacoBaHMIO C ero PyKoBoAUTENEM,
nonyckaeTtcsi obopynoBaHue paboyero mecTta BuaeokamMmepamm HabnwoaeHums.

OLHO 13 BO3MOXXHbIX pPeLleHUn - 1 3TO KacaeTCsa COTPYLAHUKOB N roCyLapCTBEHHbIX, U
KOMMEepYeCKNX OpraHn3aumnm - 3anpeT Ha BHOC TEXHUYECKNX CPEACTB CBA3N Ha
TEeppUTOPUIO OpraHmn3aLmm N KOHTPOJIb 3a BbIMOJIHEHMEM AaHHOro TpeboBaHMA CO CTOPOHDI
0ObIYHbIX COTPYAHNKOB AAaHHOW opraHm3aunmn. Opyrum BbIXOAOM MOXXET CTaTb
MNCrnosib30BaHMe cneunasibHbiX 3KPaHOB Ha MOHUTOPLI, HE MO3BOJIAKLWNX
cchoTorpacuposaTb oTobparkaemyto MHpopMaumio. Ho, K CoXKasleHUIo, BO BCEX
nepeyvYmncieHHbIX Bbllle CJly4asiX OCTaeTCa PUCK YTEYKN KOHPUAeHUnaIbHOW NHpopMaLumu,
BbIHECEHHOM M3 OpraHM3aLnm B rojloBe Hesl0A/IbHOro COTpyAHMKa (Cpa3y BCMOMUHaETCA
CTapbI COBETCKUN XYAOXXECTBEHHbIN PunbM «LLNT n mey» ¢ C. JIlobLwnHbIM).

HdaBanTe 3aTpOoHEeM eLue oaUH BOMNPOC, BOJIHYIOLLMUNA HaLUNX YuTaTtesien. MHorue
roBopAT, Y170 60ATHLCA Oons1aYymBaThb TOBapbl u ycayrun B UHTepHeTe, onacascb, Y10
HOMep X KpeaAUTHON KapTO4YKK rnonageTt B PYKH 3JI0yMbiLLJIeHHUKOB. Kakune Mepsbl



3awMnTbl NoJsib30Bartesien NnNPUMEeHAKTCA B Poccun n B LLIBehuapuu?

Anekcmnc CUKOpPCKMM
Anekcuc Cnkopckui: NMpUHLMN OTBETCTBEHHOCTU NPU NOJIb30BaHUN KPeAUTHOW KapTon
OOWH N TOT »Xe& HEe3aBUCUMO OT TOro, NCNOJb3yeTCs I OHa B IHTepHeTe nnm B
TpaAULMOHHOM MarasuHe: Biageney KapTbl HECET OTBETCTBEHHOCTb, TOJIbKO €CJ/IN MOXKHO
A0Ka3aTb, YTO OH MNPOSABWJ XaNlATHOCTb. MIHbIMKX ClOBaMK, MNPV HE3AaKOHHOM MCMNOJ1Ib30BaHNN
KapTbl pUCKYeT KOMMEpPCaHT, a He ee Biliagesiel, 3a NCKJIIDYeHNneM cily4aeB, Koraa
BblAaBLLNIM KapTy BaHK MOXXeT A0Ka3aTb HE COOTBETCTBYIOLLEE HOPMaM MOJIb30BaHUE €lo0.

To eCTb PUCK, YTO BaM MpuUaeTCcs NMAaTUTb 3@ YTO-TO, YTO Bbl HE MOKYMaan, NPakKTUYeCcKun
paBeH Hynto. C Apyron CTOPOHbI, yYpexaeHune, BblaaBliee KapTy, obnagaeT o4yeHb
MOLLHOW NPOrpaMMoi, MO3BOJISIOLLEN KOHTPOIMPOBATb OTKJIOHEHMS OT NPUBbLIYHbIX A5
Bflafenbla KapTbl MOKYMNoOK. TakMM 06pa30oM, TaKol perynsipHbiii Nosib30BaTeslb
NHTepHeTa, Kak s, Hepeako noslyyaeT 3BOHKM 0T COTpyAHMKOB Swisscard, NpoBepstoLLmMX,
nMena im MecTo Ta UK NHAs TPaH3aKLUUA Ha HEMPUBLIYHOM canTe.

B nn4yHOM nnaHe meHsa Bcerpa 3abasnseT, korga aoan 60aTCAa NAaTUTb KapTOYKOM Ha
TakoM canTe, Kak Amazon, onacasiCb, YTO YKpaAyT €e HOMep, HO JIerko AAal0T ee KakoMy-TO
MEeJSIKOMY areHTy Mo HarvMy MallWH B 9K30TUYECKOWN CTPaHe...

Anekcemn NMnewkoB: B Poccun 0o HelaBHEro BpEMEHU peLleHne 0 BO3MELLEHUN KINEHTY
H6aHKa OeHeXXHbIX CPeACcTB Mo HECAHKLUMOHUPOBAHHbLIM ONepaumnsmM C ero KpeauTKown
3aBNCESIO TOJIbKO OT caMux 6aHKOB. Mo 06WenpNHATON NPakTUKe OTBETCTBEHHOCTb 3a
ornepauun no yTpayeHHbIM (YKpaaeHHbIM UK NOTEPSAHHBLIM) KapTaM BO3J1aranachk Ha
nepxxatens. YTo KacaeTcs onepaunini B cetn VIHTEPHET 1 Nno noaaenbHbIM KapTaMm, TO
NNWb YacTb 6aHKOB (B TOM Yyncse MNasnpombaHK) NOTepPsAHHbIE CPEACTBA KIMEeHTaM
Bo3MeLlatoT. MHorne 6aHKM 3TOro He AenatT, U OCMOPUTb UX peLleHne MOXKHO bblno
ToNbkKo B cynebHoMm nopsaake. N xota cynebHas npakTuka, B 60/bLLINHCTBE C/y4aes,
NMPUHMManNa CTOPOHY KJIMEHTOB, CaMO CyA0MNMpPoOM3BOACTBO NPOUCTEKANO AOCTATOYHO
OnnTenbHoe BpeMs (MHorga ron n 6onee), 4To AOCTABAAIO KMEHTAM MHOIO XJ10MOT,
OTHUMaNo BpeMs N cCusbl. MO3TOMY MHOIME KJMEHTbI NPU HE3HAYUTESIbHbIX NOTEPSX
npeanoyMTaoT B cy He obpalwaTeca. Ho nake B 6aHkax, KoTopble 406pOBOSILHO
BO3Bpalllasin AeHbrn, B CBA3U C OTCYTCTBMEM AJ1S 3TOr0 NPaBOBbIX OCHOBAHWI, NpoLecc
3aHUMan gnuTesnibHoe BpeMs (MUHUMYM HECKOJIbKO MeCsLIEB).



JNletom 2011 ropa B Poccuu 6611 NpuHAT ®efepanbHbi 3aKOH «O HalMOHaIbHOM
nJjaTeXHOW CUCTeMe», KOTOPbIM, B HaCTHOCTW, perynmpyeTcss OTBETCTBEHHOCTb DaHKa B
cJ/ly4ae HeCaHKLUMNOHUPOBaHHbIX KJIMEHTaMu onepaunin. KnmeHT, noTepsas KapTy Win
obHapy>Xu1B, 4TO KapTy NCNOJb3YIOT 6e3 ero cornacus, AoOXKeH He3amMmennTesIbHO
nponHpopmmposaTb baHK. MNpu cTporom cobnogeHun scex TpeboBaHUN HanpaBaeHUS
Takoro ygeaomsieHnsa (OHM NponuncaHbl B 3aKoHe) BaHK L0/KeH BO3MEeCTUTb KJINEHTY
CyMMYy onepauun, coBepLleHHON 6e3 cornacus KJaneHTa, ecsin He OKaXKeT, YTO KJIMeHT
caM HapyLUWnI NopsafoK UCMNOoJIb30BaHUSA MNaTeEXHOW KapThl, Y4TO U NPUBEJIO K Nnpornaxe
CPeAncTB.

To eCcTb 3aKOHOJaTe b BO3J1laraeT pUCK NoTepb Ha BaHK B No/IHOM obbeMe (a He YaCTUYHO,
KaK B 3anajHbIX CTpaHax), B TOM 4YMcie No yTpavyeHHbIM KapTaM. OgHaKO AaHHble MYyHKThbI
3aKOHa BCTYMaloT B CUJY TOJIbKO C 1 AHBapsa 2013 roaa.

K coxxaneHuto, 4acTo HabnwgaeTcs puHaHCcoOBas HerpaMoTHOCTbL ntoaent. Mpu soibope
BaHKOBCKMX NPOAYKTOB BONPOCHl 6€30MacHOCTU ABMAITCA BTOPOCTENeHHbIMU. U faxke
ecnun 6aHK NpenoCcTaBNAET CBOUM KJIMEHTAM NHCTPYMEHTbI, NO3BOAAOWME CHU3UTb PUCK
noTepb, MHOIMME KJINEHTbI INBO He yMeloT, NMbo He XOTAT UMUK NOJIb30BaThCH.

Hanpumep, B HaweM baHKe y gep)xaTenen KapT - Lefbll KOMMIEKC MHCTPYMEHTOB
3awmnThl. Mpexae BCero, 3To BO3MOXKHOCTb COBepLUaTbh onepaunn B cetn NIHTepHeT
«be3onacHble NnaTexu» ¢ ucnosibzosaHnemM TexHosorunm «Verified by Visa» (lMposepeHo
Buson) n «SecureCode» (be3onacHbin Koa). N5 3TOro KJIMEeHT O0JKEH NoAgnncaTbCs Ha
ycnyry B niobom ocpuce baHka nnam ¢ ncnonbsosaHmem baHkomaTa MNasnpombaHka. Mpu
perncTpaunm ykasbiBaeTca MOOUAbHbIN TenedoH aep>katens. Tenepb npu COBepLUEeHUN
onepauwnn B cetn IHTepHeT, eC/qIn Mara3nH NoAAepXMBaEeT YKa3aHHY0 TEXHONOruto,
KJINEHT C canTa MarasuHa byaeTt nepeHanpaBnAaTbCa Ha canT MasnpombaHka, Npu 3TOM Ha
MOBMNbHLIN TenedoH Aep>kaTens BbiCbllaeTcd SMS-cooblieHne c o4HOPa30BbIM MaposIeEM,
KOTOpbIN HeobXxoaMMO BBeCTU. ECn naposib BBOAUTCA NPaBU/IbHO, TO onepauns onaaThl
onobpseTcs. 3/10yMbIWNEHHUK, KOTOPOMY CTaHYT U3BECTHbl PEKBU3UTbLI KapTbl (HOMep,
CPOK OEeNCTBUSA, KOL NPOBEPKM KapThbl), BCE paBHO HE CMOXET OCYLLEeCTBUTb HE3aKOHHYIO
onepauunto. Takas onepauma BO3MO>XHa TOJIbKO NOCPeACTBOM OpraHm3aumnm
BbICOKOTEXHOJIOMMYHbIX aTak. Hanpumep, B pe3ysibTaTe 3apa)KeHna KoMnbloTepa
nep>xatensa BpeaoHOCHbIM NporpaMMHbIM obecrnedyeHmneM (BUPYChl, TPOSHbI 1 Ap.) nnu
nepexsaTa BCEro MHPOPMaALIMOHHOIO NOTOKA C KOMMbIOTEPa AepXXaTensd (aTaka «4enoBek
no cepegunHe»). Ho ga>ke B 3TOM CJly4ae eCTb peLleHune: oas Toro, 4Tobbl MUHMMN3NPOBATDb
NN faXke UCKJIYNTb MOTepPn B pe3y/ibTaTe TakKMX HEMPaABOMEPHbIX BO34ENCTBUNA,
MasznpombaHk npepnaraeT ycayrn cnctemol «Tenekapa». C ee NnoOMOLWbIO Mbl
MHGopMUpyem (oTnpasnsem SMS-coobuieHns) gep>xaTento KapTbl 060 Bcex
NPOn3BeAEHHbIX UM onepaynsx, 4TO NO3BOJISET Cpa3y Xe BbIABUTb
HeCaHKLUMOHUPOBaHHble. C MOMOLLbIO TOM XXe CaMOM CUCTeMbI «Tesilekapa» MOXXHO BbICTPO
3abs10kmMpoBaTh KapTy 1 n3bexxaTb AasibHENLWNX NOTEPb (HE HY>KHO 3BOHUTbL B CNyXby
nooaepxkn 6aHka n xgaTb COeAMHEHNA C ONEepPaToOpPOM, BbICSYLLUNBASA FrOa0C
aBTOOTBETHYMKA KaK Ball 3BOHOK BakeH BaHKy, a MOLLUeHHNYeCcKue onepaunm npm 3Tom
ByayT NnpoaonKaTbCs).

OLHaKOo NOCTOAHHO CNeauTb 3a SMS-cooblieHnamMn He Bceraga yanobHo. la n TenedoH
MOXKeT OblTb BHE 30Hbl A0CTYyNa Uan Bnageney, B MOMEHT HECaHKLMOHNPOBAHHbIX
onepauunin, BO3MOXXHO, NPOCTO cnNuT. [Ansa orpaHunyvyeHns yuwepba B nofobHbIX Cryyvasnx
«Tenekap» NO3BoJsIs€T YCTAHOBUTb CYyTOYHbIA IMMUT MO KapTe. Hanpumep, MOXXHO
NOCTaBUTb HY/NE€BOW IMMUT. A eCim HeobXOANMO COBEPLUMTL Oonepaunto onaaTbl Un



CHATUA HAaJIMYHbIX OEHEXHbIX CPenCcTB, TO C MOMOLWbIO SMS-coobLweHns MINMUT
NOAHMMAETCA 40 HY)XHOW CyMMbI, MOC/e onepaunm TMMUT CHoBa 0bHynseTcsa. B Takom
c/lyydae, faXke ec/nim y nep)xaTtenda noxntaTt KapTy eMmecTe ¢ NMNH-kogoMm, CHATb AeHEeXHbIe
cCpencTBa He nosy4uTcs. Ecnm gepxatenb NoNb3yeTCss KApTON JOCTAaTOYHO 4acTo, TO
Ka)KObl pa3 nepen TeM Kak BOCMNoJ/b30BaTbCA KapTon oTnpasasaTe SMS 6yneT fOBOJIbHO
HeynobHo. C nomouwb «Tenekapia» MOXXHO MUHUMN3NPOBATL U 3TO HeyaobCTBO n
ynpaBaAaTb CBOMMUN pUCKaMu. 119 3Toro HeobxoaMMo NOCTaBUTb 3Ha4YeHMe AOCTYMNHOro
JIMMNTa PaBHOro TON CyMMe, KOTOPOW Bbl YaCTO NOJIb3yeTeChb, N NPU 3TOM NOTeps KOTOPOW
He byaeT onsa Bac cAvWKoM 6bonesHeHHa, HanpuMep, B pa3Mmepe 3arnpaBku aBToMobunsa n
(nnn) obepna B Kahe. Torga Npu OCyLLECTBAEHNUN OaHHbIX ONJaT HE HY>KHO MocbinaTb SMS,
MOLLUEHHUK XE He CMOXXET NOXUTUTb CyMMYy 60NbLUYIO, YEM YCTAHOBJIEHHbIN INMUT - BE€Ab
OH He 3HaeT, KaKOW JIMMUT Bbl YCTAHOBUJIN, U MOXXET MOMNbITaTbCA OCYLLLECTBUTL NEPBYIO
onepauyuto Ha bonbLuyto cyMMy. Takasa nonbiTKa OyaeT HeycnewHoOn U 4acT BpeMs
aep>xaTtesnio 3abnoknpoBaTb CBOKO KapTy.

Ma3npombaHK NpoAo/IKaeT pa3BMBaTb NHCTPYMEHTbI N0 6e30nacHOMY NCMN0JIb30BaHUIO
nAaTeXHbIX KapT. Mbl NAaHMpyeM BHeApeHUe BUPTYasibHbIX KapT, MO KOTOPbIM MOXKHO
byneT ocylwecTBNATL onepaunmn ToJbKo B ceTn NIHTepHeT. [leHeXHble CpeACTBa Ha Takue
KapTbl MOXKHO ByfeT nepeBoAnTb C MOMOLLBLIO CUCTEM «[JoMaLlIHUA BaHK» (MHTepHeT 6aHK)
nnu «Tenekappn», 4TO NO3BOJINT KJIMEHTaM He Aep)XaTb Ha KapTax 3Ha4YnTeNIbHbIX CyMM, a
nepeBoAUTb X HEMOCPEACTBEHHO nepes UCrnosib30BaHMEM.

B 3aksil04eHne Hawen beceagnl NpoLly Bac OTBETUTb Ha BOMPOC : B KAKOM
HanpaBJiIeHUM, Ha Balu B3rnapg, oyaner narm pabora Han 3almMTon baHKOBCKMX
AaHHbIX B bnm>xanwime natb ner?

Anekcuc CMKOpCKuMi: Ha Mol B3rnag, B 6avxaiwme rogbl ABa (hakTopa onpenenaT
pa3BUTME KOHTPOSS 33 6aHKOBCKMMK OaHHbIMYK B LLBeuapun.

Bo-nepBbix, TEXHONOI NN 3alLNTbI AaHHbIX YYYLIATCA C Ka)KAblM AIHEM, KakK U NOAr0oTOBKA
COTPYOHUKOB.

Bo-BTOpbIX, 1 3TO, HABEPHOE, CaMas MHTepecHas TeHaeHuus, 6aHkM obsi3aHbl Tenepsb, B
CUNY IOPUANYECKMX U MPOLECCYasibHbIX MPUYKH, HE TOJIbKO pacrnofiaraTb Bce bonee
NOJIHON MHOPMaLIMEN O KaXKAOM KJIMEeHTE, HO U NPefoCTaBAATb 3Ty MH(OPMaLMIO BCE
6onee 3HaYNTENILHOMY YUC/Y COTPYAHMKOB.

1 AymMato No3TOMY, YTO XULLLEHMS MHDOPMaLuK B 6aHKax B 6an>kanimne roabl He
NPeKpaTATCA, HO CornalleHuns, 3akodaemsble LLBenuapnen c coceHUMN rocyaapcTeamu,
clienaloT ux Bce 6onee 6eCCMbICIEHHBIMUA.

Anekce# NnewkoB: nocaegHee spemMsa B Poccnm 3Ha4ynMble U3MEHEHUSA NMPOnU30LWanN Ha
YPOBHE 3aKOHOA4aTENbCTBA - onpeaeneHbl YeTkne TpeboBaHMsA Nno obecnevyeHno 3aWnThbl
nosiydaemon oT rpa>kgaH nHgopmauynm, ee obpabotke n beszonacHom nepenaye no
KaHanam cBa3un. NMpu4em 3T TpeboBaHMA O0/IKHbI BbINOJHATLCS HE TONIbLKO NpWY CO34aHnmn
HOBbIX KOMIMJIEKCHbIX CUCTEM. PaHee BHeApEHHbIE CUCTEMbI TaKXe OO0/KHbI ObITb
npueeeHbl B COOTBETCTBME C MOJIOXKEHUAMUN HOBbIX HOPMATUBHbBIX LOKYMEHTOB.

Ewe oaHo Ba)xHOe HanpaBseHue - TwaTeNbHbIN pa3bop 3aMKCUpPOBaHHbIX MHLUNOEHTOB,
CTaBLUNX U3BECTHbLIMUN (DAKTOB COBEPLUEHNS 3/10YMbILLUJIEHHNKAaMWN HECAHKLMOHUPOBAHHbIX
NEeNCTBUM MO OTHOLUEHUIO K 06bbeKTaM 3allUnThbl.



B 4acTHOCTW, OIHUM N3 Ba)KHENLLUUX HAMNPaBJIEHN CeYac ABNSIETCA BEKTOP NOCTPOEHUS
3alLUNTbI OT COBEPLUEHMNS 3/I0YMbILLIEHHUKAMM MOLLEHHUYECKMX onepauni ¢
NCMNOJIb30BaHUEM MNACTUKOBbIX BAHKOBCKNX KapT UIN CUCTEM OUCTAHLNOHHOIO
H6aHKOBCKOro o6cny>XmMBaHUsA. Xakepbl NPUAYMbIBAOT HOBEMLLNE TEXHOJIOFNYECKME CXEMbI
015 NpoBefeHnst aTak Ha BaHKKM 1, K CoXXasieHMto, MCUXO0JIorn4yeckme n coumanbHble
npueMbl BO3OENCTBUS HA KNMEHTOB BaHKOB. IMEHHO 3allMTa MHTEPECOB N (PUHAHCOBbIX
CPeAcCTB HalMX KJIMEHTOB OT AENCTBUIN MOLLEHHUKOB SIBNSIETCA U ByaeT ABNSTbCSA ANA Hac
Hanbonee NPUOPUTETHLIM HanpaBsieHMEM Ha Bavxanwme rogsbi.

Cnacnbo 3a o4eHb MHTEpPEeCHYIO U cogepxaTesbHylo 6eceny!

GAZPROMBANK

(SWITZERLAND) LTD

FasnpombaHk
Anekcunc CMKopckum
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