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KubepLnuoHbl «KpacHoOro okraops»
NPOHUKJIN B NOCOJIbCTBA B LLIBenuapum |
«Opération Octobre rouge»: des
cyberespions ont attaqué les
ambassades en Suisse
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CoTpyaHukmn "labopatopum Kacnepckoro" B Mockse (© alternet.org)
Kak MMHMMYM Ha NMPOTSXXEHUN NATU NIeT NpecTyNHUKN BOPOBaJIN MHOPMALNIO Y
NpaBuUTeNIbCTBEHHbLIX CTPYKTYP pa3HbIX cTpaH. o cnoBam akcnepTa «JlabopaTopun
Kacnepckoro», HanbonbWwmnn HenerasbHbI TpauK OaHHbIX Wen nu3 Lsenuapun.
|
Les pirates sont parvenus a infiltrer des représentations diplomatiques pour y dérober les
documents. Parmi les 69 pays visés, la Suisse est le plus touchée selon les sources Le Matin
Dimanche.
«Opération Octobre rouge»: des cyberespions ont attaqué les ambassades en Suisse

Kak cTasno n3secTHo 14 aHBapsa M3 o0OHapo40BaHHOINo oT4YeTa NCCef0oBaTeNIbCKOro LeHTpa
«JlabopaTopusa Kacnepckoro», akcrnepTbl B 061acTn KoMmnbioTepHon 6e3onacHoCTU
BCKPbIJIN MacWTabHYIO LLINMOHCKYIO CETb, KOTOPOW Aasin Ha3dBaHne «KpacHbI OKTSA6pb». B
TeYeHne HEeCKOJIbKUX JIeT ee YJieHbl HenerasibHO NoJjlyyanun Yepes MHTepHeT AOoCTyn K
NHoOpMaLMKn C COTEH KOMMbIOTEPOB AUMJIOMaTUYECKUX NPeaCcTaBUTesNbCTB,
rocyypexxaeHum n nccnefoBaTesibCKUX MHCTUTYTOB No BCceMy Mupy. LLBenuapusa ctana
0OHOW 13 69 CTpaH, 3aTPOHYTbIX 3TON KnbepaTakon.

la3eTa Le Matin Dimanche npuBena koMMeHTapun BeAyLlero skcrnepTa no 6esonacHocTu
«JlabopaTopun Kacnepckoro» KoctmnHa Pato. o ero cnosam, nupaTbl CKavyasanm COTHU TbICAY


https://nashagazeta.ch
https://dev.nashagazeta.ch/cities/zheneva

rurabanToB HpopMaLnmn. «KNMK Mol Ha JOKYMeHT Word, npukpensieHHbIn K e-Manny -
1 BOT OTKpbIBaeTca 6e306mnaHoe obbasneHune: «MponaeTca aBToMobuab Ana COTPYAHUKOB
AunaoMaTUYeCcKnX NpeacTaBMTeNnbCTB, YepHasa «Ma3sga» 1998 roga Bbinycka, npober 145
000 KM, B NpeBOCXOAHOM COCTOAHUM». [Toka paboTHMK MOCONBbCTBA YMTAET 3TU CTPOUKMN,
BUPYC Y>Ke 3arpy3unsica B €ero KOMnbloTep, CBA3bIBAA €ro CO LWNMOHCKUM CEPBEPOM».

PyTuHHasa paboTa 6bICTpO NpeBpaTuiachk B Cepbe3Hoe paccsiefoBaHne, N TyT 3KCnepThbl
Kacnepckoro CTONIKHYUCb € nogobuem CknagHoro LWBEenLapCkoro HoXXa AJ19 Xakepos,
nuweT Le Matin Dimanche. «Mbl ngeHTudunumposann 6onee 1000 mogynen, KotTopble
MOryT ObITb UCMOJ/Ib30BaHbl B 3aBUCMMOCTU OT HagobHOCTN», - LMTUPYET raseTa C/0Ba
KocTunHa Pato. Hanpumep, 3Ty MOAY/ N MO3BOJISA/IN OTbICKATb AOKYMeHTbI B hopmaTe PDF,
Word nnn Excel, nogknio4aTbCa K UICTOPUM NMOUCKOB B MHTEPHETE N 3aperucTpnupoBaThb BCe,
4YTO Mosb3oBaTesb Habupan Ha KnaBmnaType.

B yncne yxe nogeHTndpmUmMpoBaHHbIX XXePTB XakKepoB - NOCOJIbCTBA, NPaBUTENIbCTBEHHbIE
areHTcTBa U apMmm 69 cTtpaH. OCHOBHas Uefb BbIFrAOUT Kak XenaHue C06paTb
CEKPETHbIE AOKYMEHTbLI N reonoJINTN4eCKNE daHHLbIE.

Operation “Red October”

Victims of advanced cyber-espionage network

Ukraine

Moldova o Lithuania @) o
000 ); e

Hunany’@ |
Gech
b @ | 4

Germany () > {

Belgium 9 L \\K
Luxembourg 9 "E\ . N
Ireland 9 4 »
France 90 / |
Spain 99 - !

A 00

Portugal @ : Lo
italy €3
Morocco )
Mauritania ) Brunei ()
wali € /
Greece ) 3
e Government cece @ - Uzbekistan (@) indonesia )
i cyprus €N @ ) 4 — §
2. Diplomatic / embassies Israel @ R ) ﬁ %
28 Diplomatic / embassies f I anzania
Toed o e Turkmenistan @ G e"* —sfe -
Research institutions Iraq @
Congo
J 9 Qatar 0
= Trade and commerce P . — United Arab Emirates 6@
Mozambique o @ @@
Nuclear / energy research Chile Botswana bl
Saudi Arabia @
0il and gas companies 0 South Africa
Military 4;
@ Abania € 0 bebs @O ODQ € Lbwon @ T kvt
o -
. Aerospace T a Mgnnismngce © Bulgaria 0 (12 Macedomae
", © Amenia 3 @) © Bosnia and Herzegovina Q) ® Slovakia () KASPERYKY#
nknown Victims. =
@ Austria e © Croatia Q €T S\Nlllofldﬂd@
TR s ¥ ® 1997-2013 Kaspersky Lab ZAD
© Azerbaijan @099 @ Georgia 9 1 Rahmma All Rights Reserved

KapTa nupaTckmnx OencTeuii ¢ o6o3HaveHneM Hanbonee 3aTPOHYTbIX aTakaMu CTPaH

MNupaTbl 3aperncrtpuposanu bonee 60 nomeHoB B ABCTpumn, F'epmaHum n Poccun,
nepenasas Yyepes HUX nHGopmauuto. lNMpasaa, 3a NnocnefHNe MecsLbl OHU BO30OHOBUAN
aboHeMeHTbl TONIbKO ANA WwecTu n3 Hux. «JlabopaTopua Kacnepckoro» BOCnosib3oBaslacb
3TUM N BbIKYMNuaa Te, 4To HBosblle He UCMONb30BaNCh, YTODBLI U3BNEYb N3 HUX
MHOPMaLMIO, NOCTYNaBLUY OT 3apa>KeHHbIX KOMMNbIOTEPOB. «Mbl MONYy4YUIN JOCTYN
npuMepHo K 10% Tpaduka», - nosscHUI KocTuH Pato. K ero yaonsneHuio, N3 TbiCAY



NOAKJ/IOYEHUN, 3aperncTpupoBaHHbIX Mexnay 2 Hosabpa 2012 roga n 10 aHBaps 2013 roaa,
20% 6blnn caenaHbl U3 LBenuapun. 3Ta nponopuns aenaetT LWeenuapuio Hanbonee
3aTpoHyTON «KpacHbIM OKTABpeM» cTpaHON, 3a Heln cnepyeT KasaxcTaH (15%).

YacTo cTaHOBUAUCH Lenbio kubepaTak Poccusa n Asepbangr)kaH. 3apa>KeHHble KOMMNbIOTepbl
Haxogunucb B cTpaHax 6biBwero CCCP, HO Tak>Xe 1 B cTpaHax EBponbl, BanxHero n
CpenHero BocToka.

«JlabopaTopusa Kacnepckoro» nepepnasna LWUBENLAPCKUM BacTAM agpeca IP xxepTs
LWNNOHaXKa y>Ke B Hosbpe. «HacKoNbKO HaM ceroaHs n3BecTHO, Obln 3aTPOHYTbI TOJIbLKO
WHOCTpaHHbIE NpeacTaBuTeNbCTBaA, Haxoasawmecs B LLBenuapun», - NOACHW raseTe Le
Matin MNMbep-AneH dnb4nHrep, cnukep depepasbHOro genaptameHTa MHOCTPaAHHbIX Aen. -
Y Hac HeT CcBeAEHNI O WBENLAPCKNX NpencTaBuTesnbCTBaxX N KOMMaHUAX, KOTOpble
nocTpaganu B pesysibTaTe 3TON aTaku».

depnepasibHbi aHANTUTUYECKUIA LeHTP no 6be3onacHocTn nHpopMmaumm MELANI npuwen K
TOMY Xe BbiBOAY. «Cenyac Mbl NpeaynpexxnaemM Tex, Koro 3To KacaeTcs, 4Tobbl OHU
NPUHANN HeobxoanMble Mepbl», - MPOKOMMEHTUpOoBan aHannTuK MELANI Maypo BuHbATw.

CneuvanncTtbl n3 «Jlabopatopun Kacnepckoro» He cMornim gobpaTtbCs 40 MCTOKOB aTaKu.
«Mbl 06Hapy>Xnnn 3awmngpoBaHHbIMN B KOAE BUPYCa CJI0Ba U3 PYCCKOro apro, 4To
HaTaJIKNBaeT Ha NpPennosIoXXeHNs, YTo aTaka naeT U3 CTpaH, rge NCnosb3ylT PYCCKUN
A3bIK», - KOHCTaTUpoBsan Pato.

«39TO He roBoOpuUT O TOM, YTO OpraHbl rocyaapCTBEHHOM BAacTn Poccumn cBa3aHbl CO
LINMOHaXKeM, BO MHO>XXeCTBe CTpaH paboTaloT ropopsLLmne No-pycckm NporpamMMnCTbl», -
OTMeTW/ eLle OANH aHaJITUK, 3aMecTuTesNb gupektopa LleHTpa rnobanbHblX
nccnepnoBaHMmM U aHanmsa yrpos «Jlabopatopun Kacnepckoro» MaHryc Kanbkyn gns
MH(OPMALMOHHOIo areHTCcTBa dpa.

A BOT WBENLapPCKNM 3KCrnepT Maypo BUHbATK cHUTaET, 4YTO «04EeHb BEPOSATHO, Y UCTOKOB
«KpacHoro okTa6psa» ctonT Kakoe-nmbo NpaBuTeNbLCTBO». Pa3Max n C/I0XKHOCTL Aena
ncknoYdatoT paboTy nobutenen.

CneynanncTtam «JlabopaTopum Kacnepckoro» noka He yaanocb 0bHapyXntb
MeCTOMNoJI0XKeHNe OCHOBHOIO cepBepa CeTU, Ha KOTOPbIWM Hanpassifsiacbk BCA NOJly4YeHHas
nHgpopMmaumsa. C MOMeHTa, Korga onepaumnsa «KpacHbln okTab6pb» 6bina NnpenaHa
rn1acHOCTU, NUpPaThl 3aKPbIJIN CBOU CepBepbl U NpepBasin CBA3b C XXepTBaMnN. BO3MOXKHOCTb
nobpaTbCsa 00 HUX elle CUibHee yMeHbLINNach...
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Bopbba c BUpycamMum nepemMeulaeTcs B LIBENLLAPCKYIO F1yOuUHKY
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