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Mpun paboTe n3 gomMma KMbeppMCKN HAMHOro Bbille, 4eM B oduce. Yero ciegyeTt onacaTbCs,
KaKne Mepbl HYXKHO MPUHATb U KaK KOMMNAHUW MOTYT 3alUTUTb COTPYAHUKOB?

I

Avec le travail a distance, les cyberrisques sont plus grands que dans les bureaux de
I’entreprise. A quoi faut-il penser, quelles mesure doit-on prendre et comment les
compagnies peuvent-elles protéger leurs employés?

Télétravail et cybersécurité

N3-3a naHgemun Bce 6onblue COTPYAHUKOB pa3HbIX KOMMaHUN nepexonsaT Ha
ONCTAHUMOHHBIA PeXXUM pa60TbI. Mo>XHO nogyMaTb, YTO €eANHCTBEHHOE N3MEHEHNE B 3TOM
cNy4dae - Koanm4ecTBO BCTpEeY C KoJJieEraMmm, HO oagHOBPEMEHHO PacCTEeT Yyrpo3a Km6epaTaK,
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NMOCKOJIbKY MeHsieTcsi obopynoBaHmMe, KaHabl CBA3M, 0CO6eHHOCTM paboTbl C AaHHBIMU U
KPYr /1L, KOTOpbIe MMEKT K HUM AocTyn. Lindposbie npecTynneHns onacHee 06blYHbIX
npaBOHaPYLIEHM, TaK KaK UX YaCTO KOHCTAaTUPYIOT CNYCTA HECKOIbKO MecsLEeB Nocsie nx
coBepLleHuns. bonee Toro, BO MHOMMX Cay4asix 0 TOM, 4TO KTO-TO MPOHMK B
NHOPMALMOHHYI0 CUCTEMY, NEPBON Y3HAET HE CaMa KOMMaHWUsA, a €€ KJMEHTbI Un
napTHepbl, KOTOPble HAaYMHAIOT XKanoBaTbCA Ha Npobnemsbl, NUWweT raseta Le Temps.

3a npuMepaMun ganeko X0OUTb HEe HY>KHO: B Havasie oKTAbps 3Toro roga ®pubyprckui
YHUBEpPCUTET CcoobLLMI, 4TO B aBrycTe Xxakepbl NOy4Ynan OCTYN K y4eTHbIM 3arnucaMm 1
6aHKOBCKMM AaHHbIM CEMU COTPYAHUKOB. B ceHTabpe 4yacoson ruraHT Swatch 3aasun, 4To0
CTan xepTBoWm MacwTabHom aTakn. HegaBHOo Halwa Na3eTa paccka3biBasa O TOM, 4YTO
XaKepbl YKpaau 3apnaaTbl NnpenofaBaTesiel HECKOJIbKUX LLUBENLLAPCKUX BY30B.

3apavy knbepnpectynHmkam obnervyaeT TO, YTO yAasieHHbIM COTPYAHUKAM
NpenoCcTaB/ISIETCSA NOCTOAHHbBIN AOCTYMN K MH(OPMaLMOHHON cucteme upmbl. CeroaHsa
XaKepbl MMeloT 6osiblue naseek, No3BOASIOWMX UM peann3oBaTb 3a4yMaHHOE, Tak Kak
noMatluHmne wi-fi-ceT Noponr HMKaK He 3alluLLEeHbl, MPU 3TOM MHOrMe paboTatloT Ha INYHbIX
KOMMblOTEPAX, HE YCTaHaBAMBAs Ha HUX Maposin.

MnpaTbl YaCTO COBEPLUAOT aTakKM Ha CaMUX NoJib3oBaTesien, NPUMEHSAA MeTOAbl PULLNHTA,
OTNpaB/As dNIEKTPOHHbIE MUCbMa CO CCbIJIKAMU Ha CallTbl C KOMMNbIOTEPHBLIMU BUPYCaMN,
npuberas K COUMOTEXHUKE, T.€. TAKTUKE MPOHUKHOBEHUNSA, MPU KOTOPOW B3JIOMLLMK
obMaHHbIM NMyTeM (Hanpumep, NPeacTaBAASACb HOBbIM COTPYAHMKOM) NONy4YaeT BaXKHYHO
MHGPOPMaLNIO O KOMMaHUM UN ee KOMMbIOTEPHbIX CUCTEeMaX. B utore npeanpusTtne HeceTt
pnHaHcoBble YObITKK, NIOC NPUXOANTCHA YCNOKanBaTb B3BOJIHOBAHHbLIX KJIMEHTOB,
06BbACHAA UM BO3MOXKHbIE MOCNEACTBUSA KPaXKN NX AaHHbIX. O4HO N3 NyYLWNX peLleHnin
nepen TeM, Kak nepeBectn paboTHNKOB Ha yaaNleHHOe COTPYAHNUYECTBO, - MPOBECTU
nmkbe3 no komnbloTEPHOM Be3onacHocTn. Hanpumep, npu paboTe 3a HOyTOYKOM 13 Kade
He cnenyeT HU Ha CEKYHAY OCTaBsATb YCTPOWUCTBO 6e3 npucmMmoTpa, 3aTo cieayeT
610KNPOBaTb 3KPaH, eC/IN HY)XXHO MO3BOHUTb N0 TenedoHy NN X04eTCSA OTBJIeYLCA U
CMOKOWHO AoNUTb Kode.

Co cBOeN CTOPOHbI, TeIEeKOMMYHUKALMOHHbIE KOMNaHUW nNpeasiaratoT KJIMeHTaM cpeacTBa
3awmTbl. CneymanncTbl Swisscom pa3paboTann pasHble pelleHns, OCHOBaHHbIE Ha
NCMoJiIb30BaHUN NHMPOPMALIMOHHbLIX CETEN, LLeHTPOB AaHHbIX, 06/1a4HbIX BbIYUCSIEHNN U
cpencTB 0OHapy>XeHus MHPOPMaLUNOHHbIX Yrpo3. XeHeBckas upma Infomaniak,
npefocTaBnsaoWan ycayrn XoCTUHra, 3apaHee Bko4mna knbepbesonacHoCTb BO BCe CBOU
npennoxxeHus. Kak TosIbKO 3KCNepTbl 3aMeYvaloT NoA03PUTESIbHYIO OesATeIbHOCTb B
Yy4e€THOM 3anncu O4HOIr0 N3 KJIMEHTOB, OHWN CPa3y MEHSAIOT Maposib JOCTyna U 3BOHAT
KJINEHTY, 4TO6bl AaTb COBETHI, Kak 3aWnTnUTb cebsa oT NoJO0OHbIX MPOHUKHOBEHUN.

DKCnepTbl 0TMeYatoT, 4To A5t obecrneyeHns 6e3onacHOCTU He 06a3aTeslbHO NOKYyNaTb
crneuunasbHble MporpaMmel. NocnenHne MoryT rapaHTMpoBaTh 6a30BYt0 3aLWKUTY, HO MHOro€e
3aBUCUT OT NOJib30BaTeNs, N ero 6ecnevyHoCTb MOXKET foporo eMmy obonTuce. He cnepyet
3aX04MTb Ha NOA03PUTESIbHbIE CAlThl, HYXKHO PeryaspHoO ycTaHaBAnBaTb 0OHOBNEHMS
nporpamm, AenaTb pe3epBHble KOMNUM Ba)KHbIX DalisIoB 1 NoYalle MeHsTb naponun. bonee
Toro, Heo6xoANMMO NCMONb30BaTb TOJIbKO Paboyyto 3/IEKTPOHHYIO MOYTY: 3TO NMOMOXKET
Ccpa3y 06HapY>XUTb 3/10yMbILLJIEHHUKA, €CJIN OH MOoMNbITaeTCs y4acTBOBATh B NMNepenncke ¢
BaLLMMW KOJIJIeramMu, 3aperncTprMpoBaB NOYTOBbLIN SALLNK HA MOCTOPOHHEM CalTe.

A KaK BbITb, €eCnun yoaseHHbIN COTPYAHUK XXMBET B APYron CTpaHe? DTO aKTyaslbHO Ans
LLIiBenuapun, Tak Kak B Ynucne paboTHMKOB MECTHbIX KOMMNAaHUN MHOIo ddpoHTanbepoB. K
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CHaCTblO, KNOEPPUCKU A1 HUX He Bbille, YeM A1 OCTallbHbIX, NpU YyC/1I0BUN
ncrnosb3oBaHusA VPN-cepBucos (0T aHrnnnckoro Virtual Private Network - BupTyanbHas
YacTHa#a ceTb). Kpome Toro, byaeTt none3Ho NCKAIYUTb BO3MOXKHOCTb NMOOKJIIOHEHNSA K
Hanbonee Ba>kHbIM KOPNOpPaTUBHLIM pecypcaM U3 BHewHen cetn 6e3 VPN. Ewe oaunH
HI0aHC - OTKt04YaTb VPN cpa3y Xe, Kak TOJIbKO Bbl 3aKOHYNJIN MPOCMaTPMBaTb HYXKHYIO
6a3y OaHHbIX UM 3aKPbIIM KOHKPETHYI0 nporpamMmmy. NpoayKTuBHOW BaM paboThl!
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