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Mo oueHKam 9KCMNepTOoBs, canThl LIJBeVILI,apCKI/IX OopraHoB BJ1aCTU " q)I/IHaHCOBbIX
y‘-lpe)K,El,eHI/IVI MOT'YT CTaTb MNLLEHBLIO XaKEPOB, «MCTALWLNX>» 3a BBEAEHbIE d)enepaanblM
COBETOM CaHKUnKN. O6bI4YHbIM MHTEPHET-MNO/Ib30BaTeJIAM TaKXXe He CTOUT TEPATb
64MTEeNbHOCTb, 4TOObLI HE MONAaCTbCA Ha YOO4KY MHTepHeT-MOLWEeHHNKOB.

Les experts estiment que les sites web des autorités et des institutions financiéres suisses
pourraient étre visés par hackers se «vengeant» des sanctions imposées par le Conseil
fédéral. Les internautes ne doivent pas non plus baisser la garde, au risque d’étre la proie
de fraudeurs.
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La Suisse est-elle préparée a la cyberguerre?

CaHKuunn, koTopble ®efepasibHbll COBET MPUHAA B OTHOLWEHUN Poccumn, He ocTanuch 6e3
oTBeTa. [lpexae Bcero, LLBenuapna BMecTe C opyrmMm cCTpaHamum, KOTopble BBEN
nonobHble orpaHnYeHuns, BKAOYaa rocygapcrBa-4ieHbl EBpocotosa, CLUA n
BenukobpuTaHuio, nonana B POCCUNCKNN CMNCOK «HeAPY>KEeCTBEHHbIX CTpaH». Ha
npakTuke 3To byaeT 03Ha4aTb, YHTO KPeAUTOpaM M3 3TUX CTPaH POCCUNCKUE rparKgaHe v
KoMmnaHum byayT BbinnadmBaTbh A40aru B pybnsx. Ho pedb MoXXeT naTn He ToNbKO 06
3KOHOMMNYECKMX NOCNeCTBUAX - HEKOTOPbIe 3KCNepThl onacalTcsa Havana Bceobuien
knbepBonHbI B EBpone.

MNMepBble «3BOHOYKM» yXKe bbinn. Kak coobuiaeT RTS, 24 ¢eBpans, B A€Hb HanageHus
Poccum Ha YKpaunHy, TbiICA4YM MOOEMOB €BPOMENCKNUX YaCTHbIX JIML 1 KOMMaHWUA BHE3aMHO
nepectanun pabotatb. MogeMbl 6binn NogKNOYEHbI K IHTEpHeTY Yepe3 cnyTHUK KA-SAT,
npuHaanexalwmm aMepmkaHckon komnaHum ViaSat, cmrHan KoToporo, no gAaHHbIM paaa
CMW, ncnonb3oBascsa TakXXe TEXHUKON YKPaUHCKOW apMun. He NCKITIIOYEHO, YTO pedb naet
He 0 NPOCTOM COBMaAeHMN, a O LiesieHanpaB/IeHHON XaKepCKon aTake.

B anekTpoHHOM NucbMe, HanpassieHHOM TenekaHany RTS, HaunmoHanbHbIN LEeHTP
knbepbesonacHocTn (NSCS) npusHan, 4TO B Ka4eCTBE peakUUn Ha CaHKUMK cnepgyeTt
0OXXNAaTb, YTO CalThbl WIBENLLAPCKUX OPraHOB BJACTU U PUHAHCOBbLIX YHYPEXAEHUIN CTaHYT
MULLEHbIO XaKepoB. Mpn4yeM 0CoOBEHHO OCTOPOXKHBIMU AO/HKHbI ObITb KOMMAaHUN, UMeLLne
[enoBble OTHOLWEHUSA C NOCTaBLMKaMN Nav upmMamm, pacnosioXeHHbIMU B 30HaX
KOHMJINKTOB.

[OCTaToO4YHO /N XopoLwo 3awnuieHa LWeenyapus oT kubepatak? baHKM, NOCTaBLWNKN
3N1IeKTPO3HEPIrUN N aTOMHbIE 3NEeKTPOCTaHUUN 3aBepuaun XXypHanucTos RTS, 4TO roToBbl K
knbepsonHe. Tak, PenepanbHasgd MHCNEKUNS No saepHon 6esonacHocTy (IFSN),
BbIMONHAKOWAA (PYHKLMM HafA30pa 3@ HAAEXHOCTbIO paboThl saepHbIX 00bEKTOB B
Lsenyapun, coobimna, 4To WBENLLAPCKNE aTOMHbIE 3/1IEKTPOCTaHLNM B HAacTosILLee BpeMs
He CTaJIKMBAIOTCA CO 3HA4YUTENIbHbIM POCTOM KnbepaTak B CBA3M C BOMHOM B YKpauHe.
Mepbl UT-6e30nacHOCTM Ha ASC BbIXOAAT Oa/1IEKO 3a PaMKKM 0BObIYHbIX N CTPOro
KOHTPOIMPYIOTCA, MPU 3TOM 0COBEHHO XOPOLO 3allunLLeHa SAepHas YacTb 06beKTOoB.
HaumoHanbHas KoMMnaHusa, oTBevatoLlasa 3a nofady 371eKTposHeprum, Swissgrid He
pacKkpblna noapobHOCTen cBoen cTpaTerum kKnbepbesonacHOCTN, OIHAKO 3a8BuKNa, 4YTO
OCO3HaeT CBOK POJIb onepaTopa KPUTUYECKON NHppaCcTPYKTypbl B LLBenuapun n
npMHUMaeT Bce Heobxoanmeble Mepbl ona obecnevyeHns 6e3onacHOCTN CUCTEM. HTo
KacaeTcs aJibsiHCa NPOMBbILLUJIEHHbIX NPEANPUATUA N PErMOHasIbHbIX KOMMNAHNI No
ynpaBieHUto 3Hepruen Swisspower, To OH TpU roga Hasapj Co34asl COBMECTHbIN LEeHTp
knbepbesonacHOCTU, KOTOPbLIN NpeacTasnasgeT cobon rpynny pearMpoBaHMs Ha
knbepyrposbl, cneunasnbHO HanpaB/eHHbIe Ha 3HepreTu4yecknin ceKkTop. CTOUT OTMETUTD,
4TO B UtoHe 2021 rofga NoCTaBLUMKN N1€KTPOSHEPTrUn MoJy4nJnm MeHee O4HOro U3 4YeTbipex
6annoB 3a ypoBeHb «Knbep-3penocTtu» B 0THeTEe, NOAFOTOBJIEHHOM MO 3aKasy
henepanbHOro yrnpaBiaeHNs SHepreTukn, HO C Tex Nnop npencTasuTeNnn oTpacan
ycoBepLlecTBoBaau cnctemy besonacHoctu. HakoHeu, LLIBenuapckaa accoumaumns
H6aHkupoB (ASB) coobwimna, 4TO wWBenuapckne baHkM Bcerga NpUMeEHSaIN CaMble BbICOKME
CTaHOapTbl 6€30MacHOCTM 1 AenatoT BCe BO3MOXXHOE AN NpefoTBpaLLeHnsa Kubepprnckos.

MuLIEeHbIO TeopeTU4YeCKN MOryT CTaTb U TeJIeKOMMYHUKaUnn, B HaCTHOCTU, MOOBOOHbIE
kabenun, koTopble coeanHsaoT EBpony ¢ IHTepHeToM. Kak yTo4yHsaeT RTS, 4yepes 3ToT
MapLwpyT npoxoanTt 6onee 90% MeXayHapOOHOr0 MHTEPHET-NOTOKA, NMPUYEM NMPUMEPHO C
2014 ropa poccumnckme Kopabnm HeogHOKpPaTHO OblM 3aMedeHbl B6M3n 3Ton KabenbHOM



ceTu. B cnyvyae poccuinckon aTakm EBpona MoXXeT ocTaTbCs 6e3 MeXXayHapoaHbIX
TenegoHHbIX 3BOHKOB U IHTEPHETA, a Tak>Ke NoTepsTb AOCTYN K CalTaM,
PacnoJsIoXKeHHbIM Ha 3apybeXkHbIX cepBepax. B nonb3y 3Ton Teopun, N0 MHEHUIO
3KCNEepTOB, FOBOPSAT M NOMbITKWU Poccun n3onmpoBaTb cebsi oT rnobanbHON MHTEPHET-CETH
nyTem co3faaHns cCobCTBEHHON.

NobaBuM, 4TO XepTBaMN UHTEPHET-MOLLIEHHNKOB B 3T HECNOKOWHbIE BPEMEHA MOTyT
CTaTb He TOJIbKO KOMMAHUWN, HO 1 0ObIYHbIE NONIb30BaTeNN. HauMoHanbHbIA LEHTP
knbepbesonacHOCTN NpeaynpexxaaeT, YTO 3JI0YMbILJIEHHUKW MOJb3YIOTCSA TEKYLLEN
CcUTyaumen ons MacCoBOW PaCChIZIKM MOLUEHHUYECKNX I/IEKTPOHHbIX MUCEM C MPU3bIBOM
caoenaTb MOXKEepPTBOBAaHUS - 3KCNEPTbl HAMOMMNHAKOT, YTO NEePeBOANTb CPeaCcTBa CTOUT
TO/IbKO NMPOBEPEHHbLIM OpraHmn3aunsam. bonee Toro, HeKOoTopble LWBENLLAPCKNE
nosb3oBaTenn coobwmnm o nonyvyeHnm nucem skobol ot OOH ¢ Npegno)xeHnem NoMoYb
)XEPTBAM BOWHbI B YKPaUHE, BAIOXKMB B «MHBECTULIMOHHLIN NpoekT» 500 eBpo 1 4yepes
Hepento nony4ms 8000 eBpo. HegoymeHMe Bbi3biIBa€T HE TOJIbKO BO3MOXXHOCTb 3apaboTaTb
TaKylo CyMMYy 3a CTOJIb KOPOTKOE BpeMS, HO 1 TO, no4yeMy obewaHHas Npubbiib OOXKHA
MOWTW MoJslyvaTento NnucbMa, a He bexxeHuaM. Ewe oamH npnmep MolleHHUYecTBa:
HEKOTOpPbIe 3/IEKTPOHHbIE MUCbMa PacChblIAlOTCs SKOObl OT MMEHU YKPAMHCKOr0 BOEHHO-
MOPCKOI0 MH>XeHepa, KOTOPbIN XoTen O6bl BbIBE3TU U3 CTPaHbl CBOKD CEMbIO U COCTOSHME B
OOVH MUNNNOH (PpaHKOB N NPOCUT NoslyvyaTesns NMcbMa NoMoYb eMy B 3TOM. B3ameH
«MH)XeHep» NpeasiaraeT nepenaTbh YaCTb CBOEro COCTOSAHMSA, MpaBAa, CHavyasla eMy HY)XHO
CPOYHO NEepeBEeCcT ONpeneeHHy CyMMY - 3TO KJlaCCNYeCKOe MOLUEHHNYECTBO C
ABAHCOBbLIMU NNaTeXXaMun. HaumoHanbHbIA LEHTP Knbepbe3onacHOCTUN TakXXe HAaNoMUHAET:
€CJI1 Bbl NOJIYYUM MOA03PUTESNIbHOE MNCbMO, HE OTKPbLIBANTE BJIOXKEHUS N He nepexoanTe
Mo CCblJIKaM, TaK KakK Bbl MOXKETE 3apa3nTb CBOW KOMMbOTEP BPEAOHOCHbLIM MPOrPaMMHbIM
obecnevyeHunem.
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