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OT AencCTBUI XaKepoB KOCBEHHO NOCTpadann apMus, TaMoOXHs n degepasibHoe
ynpasneHue nonnumn (Fedpol).
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XepTBaMu knbepnpecTynHmnKoB B LLIBenuapun y>ke CTaHOBUJINCb MECTHbIE OpraHbl
BJIACTW, BKJIIOYAs PacnofOXKEHHbIN B KaHTOHe Bo roponok Ponsb, BpadyebHble KabuHeTsl,
yHuBepcuTeTbl, CMU 1 Takne KpynHble kKoMnaHuu, Kak ABB n Swissport. Ho HegaBHSAS
aTaka oT/iIn4aeTcsa OoT npeablAywmnx, Tak Kak OHa BrnepBble 3aTPOHYa rocyfapCcTBEeHHbIe
CUNOBble CTPYKTYPbI.

MNMepBbiMK 0 BecnpeueaeHTHOM XakKepCKOM HanaaeHnn coobwmnm xXypHanucTbel Le Temps.
Mo nx nHpopmaumnn, NoCTpasasn HECKOJIbKO KaHTOHaJIbHbIX NOJIMLENCKUX YNpaB/eHU N,
wBenuapckasa apmMmumsa, TaMoxHs 1 Fedpol. Bce 3Tu ydypexaeHus obbeanHAET TO, 4TO OHMU
nosb30BasnCb ycnyramm bepcHkon UT-komnaHum Xplain, koTopasa n ctana
rMnepBOHaYa/IbHOW LIesIblo XakepoB. B3nom - gesno pyk kubepnpecTynHUKOB 13 rpynnsl Play,
KOTOpble paHee y>xe aTakoBanu megnaxonanHrn CH Media n NZZ, a Takxe nocTaBLUiMKa
NT-ycnyr Unico Data n myHuunnanuteT CakcoHa B KaHToOHe Bane.

MNMocTaBLWKWK NporpaMMHoro obecnevyeHns nponHpopmMmmposan 0b NHUMAEHTE
COOTBETCTBYOLWME CTPYKTYPbI, OTMETUB, YTO HE XPAHUT B CBOUX CUCTEMAX HUKaKNX
OAHHbIX 0 YaCTHbIX nuax nnm brusHece KNMEHTOB. Ha WaHTaX BbIMOraTenen upma He
nopganachk, OTKa3aBLMNCb OT KOHTAKTOB C HAMU. «Mbl He ByaeM nnaTuTb BbIKYM», -
noavYepkHysa B KOMMeHTapuun Le Temps aupektop Xplain AHgpeac J1ésuHrep. KomnaHus
obpaTumnacb 3a NnoMmowbio B HaunmoHanbHbIN LeHTp kubepbesonacHocTw.

KnbepnpecTynHukn yrpo>xanm onybsankosaTb B JapkHeTe B obuwen cnoxHoctn 907
rmrabanToB AaHHbIX, ecain He ByaeT 3amiayvyeH BbiKyr, HO NMoka obHapo4oBaan NMWb YacTb
NaHHbIX. 1o oueHkaM Le Temps, pedb naeT o WecTn CXaTbiX hanax Cc TbiICA4aMun
NOKYMEHTOB 06wmnm 06beMoM 0KOJ10 Tpex rmrabanTos. B HUX cooep>Xmntcsa nHpopmaumsa o
MHOro4YncneHHbIx NT-npoekTax, peann3oBaHHbIX Fedpol COBMECTHO C HECKOIbKMMN
KaHTOHa/IbHbIMN NOJIMLENCKUMN YINPABAEHNAMMN: KOHTPAKTbl, TEXHUYECKMne
crneununkaunmn, naeHTUGUKaTopbl 419 40CTYyNa K onpenesieHHbIM yciyram n npoyee. B
CeTu pa3MeLleHbl N OOKYMEHTHI, UMelLmne oTHoweHne K TaMoxXHe, Ruag Group, Rega un
apMun.

Mo nmewwmMmMcs Ha AaHHbI MOMEHT CBeAEeHUAM, HU oaunH npoekT Fedpol He nocTpapan,
Tak Kak y Xplain eCTb aHOHUMHbIE JaHHble AN Lenen TeCTUPOBaHNSA, HO HEeT A0CTyna K
onepaTMBHLIM AaHHbIM. PefepanbHOE yrpaBAeHNEe TaMOXXEHHOM N NOrPaHNYHON OXpPaHbl
Tak>Xe NnoaTBEPANO0, 4TO AaHHbIe Nepenuckn ¢ Xplain CkoMnpoMeTnpoBaHbl, HO
cobcTBeHHbIe AaHHble YNpaBaeHusa He nocTpaganun. Mo csioBaM npecc-cekpeTaps
depepasibHOro MMHUCTEPCTBa 0OOPOHbLI, Ha OCHOBaHNM Pa3bsACHEHUN, CAENAHHbLIX apMUen
Ha CEerogHALWHNA AeHb, MHUMAEHT He NpuBen K yTe4ykKe AaHHbIX U3 apMeNCKNX CUCTEM.

Takum obpa3oMm, NokKa 3aTPOHYTble BeAOMCTBa NoJsiaratoT, YTO AaHHble U3 AeACTBYIOLNX
NPoeKToB He Bbin noxmnueHbl. C 3TOM TOYKN 3peHnsa NPONCLLIECTBUE MOXXET NoKa3aTbCsa He
O4YeHb Cepbe3HbIM. HOo 3TO He coBCeM TaK: Knbepataka NnpooeMOHCTpMpoOBasa ya3BUMOCTb
CTOPOHHUX TEXHONOMMYECKNX KOMMNAaHW, KOTOpble pacnofiaraloT KOHPUAeHUNanbHON
WHOpMaLMen 1 B3JIOM KOTOPbIX MOXXET UMeTb Cepbe3Hble nocsaencTens. Tak, ataka Unico
Data napanun3oBana 4acTb UT-cucTtemsbl ee knneHTa Pathé, onepatopa KnHoTeaTpos. Takue
dupMbl - NpuBNeKaTebHbIe Lesin AJ19 XaKepoB, KOTOpble MOryT pa3oM NMOXUTUTb AaHHble
NEeCATKOB NN faXke COTEH KJIMEeHTOB. IKCMNepTbl CXOAATCSA BO MHEHUMW, YTO NOCTaBLLUMKaM
NT-ycnyr cnenyeT 6bITb 0COOEHHO OCTOPOXXHbLIMU, HaNpumep, TLWaTeNbHO B3BeLWmnBas
NJOCbl U MUHYCbI pa3MeLLleHNs Ha canTe CrncKa CBOUX KJIMEHTOB, YTO NMOTeHLaIbHO
MO>XEeT MpuBJiedyb BHUMaHNE XaKepoB.

Oob6aBuMm, 410 6ANTENBLHOCTb HE CTOUT TEPATb HE TOJIbKO KOMMaHUAM, HO U 0b6bI4YHbIM



nosb3oBaTensam. HaunoHanbHbIM LEHTP KnbepbesonacHOCTU, HaNpUMep, pekoMmeHayeT
MOCTOSAHHO NOJMIb30BaTbCA PYHKLMEN MHOMOWAaKTOPHON ayTeHTUPMKaLNN, KoTopas
obecneymBaeT LOMOJIHUTENIbHYIO 3aLLMTY OT HECAaHKLMOHMPOBAHHOIO AOCTYyNa K cucrteme
NN NPUSIOKEHUIO: aKTUBUPYMUTE MHOMOaKTOPHYIO ayTEHTUMMKaL NI 018 BCEX
KOH(bnAeHLUMaNbHbIX YH4ETHbIX 3anNncein, BKAYasa 3/IEKTPOHHYIO MOYTY, MHTepHeT-6aHKNHI
N coumnanbHble CETU, a TaKXXe PerysigspHoO NpoBepsanTe HACTPOMNKM 3TON PYHKLNN.
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