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OnybnmkoBaHo Ha LLBenuapunsa: HOBOCTUN Ha pycckom fA3blike (https://nashagazeta.ch)

MO>XHO nu 3alLMTUTBCA OT Kubepartak? |
Est-il possible de se protéger des
cyberattaques?
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Y10 n3eectHo o DDoS-aTakax, »XepTBaMn KOTOPbIX Ha NPOLLJION Heagene CTananm CTpaHuubl
pana WBenuapckux opraHnsaunn, skaodas cant Hawen MNaseTbl?

Que sait-on des attaques DDoS qui ont visé la semaine derniere les pages de certaines
organisations suisses ainsi que le site de Nasha Gazeta?

Est-il possible de se protéger des cyberattaques?

Korpa B Npowwibii NnoHeaeNbHUK canT Hawwen Ma3eTbl nepecTan OTKPbIBATbLCS, Mbl CHavana
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nogyMmasnu, 4To peyvb NOET 0 TEXHUYECKON HeNnoNaakKe, yCTpaHeHEe KOTOPOWN He 3anMeT
MHOro BpeMeHn. [JoBoJIbHO 6bICTPO BbISCHUIOCH, YTO 3TO He TaK. CHavasia XOCTUHI
coobLwm, 4To Ha canT obpywmnnoch 60sbLLIOE KOIMYECTBO 3anMpoCcoB, CyAsi Mo BCEMY, OT
60TOB: K gecaTn Yacam yTpa 6bino 3adhmkcupoaHo 6onee 720 000 noakntodeHnn. Mosxxe
cneuvanucTbl HaumoHanbHOro LeHTpa kmbepbesonacHoCcTK Npu enepaibHOM
nenaptaMmeHTe 060poHbI MOATBEPANIN HaM, 4TO CalT cTan XxepTeon DDoS-aTaku,
OTBETCTBEHHOCTb 3a KOTOPYIO B35/1a Ha cebsa npopoccninckas xakepckas rpynnmpoBKa
NoName057(16). «bombapanpoBska» 3anpocamu, obuiee 4Y1CNO KOTOPbIX B UTOre
NpPeBbICMI0 OTMETKY B AIBa MUJIJIMOHA, NPOAOJIXKAacb B TeYEeHME CyTOK. Bce 3To Bpems
canT Hawen Na3zeTbl 6611 HEOOCTYMNEH.

MuweHblo KnbepnpecTyrnHMKOB, Cpeaun MpoYero, CTaan CanTbl HEKOTOPbIX LWBENLLAPCKNX
MyHuunnanmteTos (Lladdxay3seH, XXeHesa, Bese, Cbepp), Lopuxckoro n Bogyasckoro
KaHTOHa/IbHbIX BaHKOB, a Tak)Xe PostFinance. «AKumMsa» BblNla NpUypoYeHa K Havany
paboTbl JaBOCCKOro hopyma, 0AHUM U3 M1aBHbIX FOCTEN KOTOPOro 6bla yKpanHCKuin
npe3ngeHT Bnagummp 3eneHckuin. Kak HanoMmuHaeT Le Temps, rpynnuposka
NoName057(16) y>xe n3secTHa B LUBenuapun. OHa, HanpuMep, Ha BpeMs BbiBesia N3 CTPOoS
psL CanTOB BO BpeMs KOH(epeHUnn B bropreHwToke 1eTOM NpoLWsioro roga, a Takxe
nposiBUNa «akTUBHOCTb>» B UtoHe 2023-ro, Korga npe3ngeHT YKpauHbl BbICTYyMan nepenq
LWBENLAPCKNM rnapslaMeHTOM Mo BUOEOCBA3MN.

NMonobHble aTakn orpaHMYeHbl N0 BpeMEHU 1 BO3AENCTBUIO, HanpaBJ/ieHbl Ha NpuBieYyeHne
BHUMaHUSA N HE NPUBOAAT K yTe4yke AaHHbIX. TeXHUYeCKn, peyb He naeT o B3JIOMe n
NMPOHUKHOBEHNN B CUCTEMY, a 0 NPUMUTUBHOWN Neperpyske Beb6-canToB U NPUIIOXKEHUI
LesieBbIMM 3arnpocaMun 0 TaKOW CTENEHU, YTO CTPaHULbI NepecTaloT OTKPbIBaTbCA. Taknum
06pa3oM, HaHeCeHHbIN yuepb He3HaYnTeNeH.

Mo nHgpopmaunm Watson, o8 KoopanHaUMmM aTak NCMOJb3yeTca cneunasbHo
pa3paboTaHHoe nporpaMMHoe obecnevyeHne DDoSia. NMpoekT DDoSia 6bin 3anyLleH B
Telegram B Havane 2022 roga. AADMUHUCTPATOPblI pa3MeCcTuIv MHCTPYKLUN ONSA
)enawwmx NpuHATb yd4actTue B DDoS-aTakax. J1lobonbITHO, 4TO NoJsib30BaTENN
npenocTaBAAT CBON KOMMbIOTEPLI A4J19 aTak B 06MeH Ha onnaTy - pa3paboTynkun
BCTpouaM B Nnporpammy kpmuntoeantoTy (Toncoin, TON). icnonb3yemasa rpynnmupoBKoOm
MHPaCTPYKTYpa pacnosioXeHa B AaTa-UueHTpax pa3/iMyHbliX KoMnaHuin B EBpone, A3uu,
Adpuke n KOxxHOM AMepuKe. YrpaB/ieHne oCyLecTBASeTCa Yepes Tak Ha3blBaeMble
cepsepbl C2.

Onsa HaumoHanbHOro LeHTpa kKnbepbesonacHOCTM aTaku He CTa M HEOXKUAAHHOCTbIO:
cneumanncTbl 3apaHee Npenyrnpeanin onepaTopoB KPUTUYECKM BaXKHbIX MHPPACTPYKTYP
0 pucke. KoMmnaHmsa Swisscom Tak>ke 3asiBUfa, 4TO NpuHsAIa Mepbl. HecMoTpsa Ha TO, 4TO
n3bexxatb DDo0S-aTak BCe paBHO He yaanocCh, X NOCNEeACTBUSA, BUAMMO, ObISIN CMSAMYEHDI.

MonobHble MHUNAEHTHL HAaBEPHSIKA NMPOMN30MAYT CHOBA, HO C TOYHOCTbIO CKa3aTb, KAKOW U3
CalTOB B C/IeAyIOLIMIA pa3 NonageT B CAUCOK Lefiel, HeBO3MOXXHO. He NCKJIIoYeHOo, YTO
Hawa lFa3eTa cCHoBa CTaHET MULLEHbIO KMGEepnpecTyNHUKOB. Mbl, KOHEYHO, TaKXX€E NPUMEM
Mepbl, XOTS HalLW Pecypchbl, MO CPAaBHEHUIO C 6BaHKaMN U KPUTUYECKMMMU
NHPACTPYKTYPaMN, OrpaHNYEHbI.

kmnbepaTakmu
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CtaTbu no TemMe

Hawa a3eTa He ymepnaa!
Poccuinckmne «DDoS-pakeTbl» gonaeTenu go Llisenuapun

FoToBa nu LliBenuapus Kk knbepponHe?
Dxuxaannsm, YkparHa un knbepbe3onacHOCTb B LIEHTPE BHUMaHUSA LWBENLLAPCKUX
cneucnyx6
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