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YCTaHOBJIEHbI JINYHOCTU TpeXx npeanosiaraeMbiX NPeCcTynHNKOB, y4aCTBOBaBLUNX B
MacCoBbIX KnbepaTakax Ha LuBenuapckme 06beKkThbl B mocaeaHne rogbl. XepTB 04HOW U3
aTak cTano, B AHBape 2025 roga, Hawe nsgaHue.

Trois criminels présumés ont été identifiés parmi ceux qui ont mené des attaques DDoS
contre les sites Internet de différentes autorités fédérales. En janvier 2025 Nasha Gazeta a
été victime d'une de ses attaques.

Ministere public de la Confédération vs. NoName057(16)

MOoCTOSAHHbIE YNTATENN MOMHSAT, KOHEYHO, 06 3TOM KaTak/n3Me: B AeHb OTKPbITUA
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HdaBocckoro gopyma, cpeamn roctenn Kotoporo 6bin npesnaeHT YKpauHbl Bnagnmunp
3eneHckuin, Hawa MNaszeTta BAPYr nc4esna n3 cetu. Kak 6bICTPO BbISCHWUIIOCH, PeYyb LWJa He O
TexHNU4ecKon Henosaake - cant Hawen MNaseTol noaseprcsa MmaccnposaHHom DDoS-aTake
co ctopoHbl NoOName057(16), NpopOCCMNCKON XaKepCKOon rpynnupoBKU, 3asBuUBLLEN O cebe
B MapTe 2022 roga u B3siBLWWEN Ha ceba 0OTBETCTBEHHOCTbL 3a KMbepaTaknm Ha YKpanHCKue,
aMepuKaHCKue, eBponenckne cantol rocydpexageHnin, CMN 1 YaCTHbIX KOMMaHUN.

A NOTOMY Mbl C 0CO6bIM YA0BOJILCTBMEM Y3HaIM O BaXKHOM LUare, NnpeanpuHATOM BAaCTAMU
LLiBenuapun B aene 3awmTte KpUTUYECKN BaXKHbIX MHPPACTPYKTYp OT Knbepatak, 1
A0BOAMM 00 Ballero cBefeHnsa TeKCT opmumnanbHoOro coobuieHns, NOSBMBLUEroCcs BYepa Ha
npaBUTe/IbCTBEHHOM CcanTe.

«bepH, 16.07.2025 — lNocne Hecko/ibkux DDoS-aTak Ha Beb-caviTbl pa3/InyHbIX
enepanbHbix BeAOMCTB B nioHe 2023 roga ®eapepasibHas npokypartypa (®r1) Bo3byanna
yroJsioBHoe AeJio rnpoTuB HeN3BeCTHbIX nLy. OTBETCTBEHHOCTb 3a aTaku B3s/1a Ha cebs
npopoccuvickas rpyrna «NoName057(16)». B xoae wmnpokomMmacLuTabHoro
MeXAyHapoaHOro paccaenoBaHus, B Kotopom @I v fedpol ceirpaav peLuaroLyyo posb,
BecHou 2025 roaa yaasnock YCTaHOBUTb JINYHOCTU HECKOJIbKUX YJ1I€HOB rpynrbl. ®f1
pacLumpunsia yroJioBHoe ripecsjefoBaHne Ha TPeX KJ/II04YEeBbIX YJ1IeHOB rpyrrbl v Bblaasia
opaep Ha nx apecT. ®egepasibHoe Be4OMCTBO M0 Knbepbe3onacHOCTU M0 BO3MOXXHOCTU
3apaHee rnpovHpopmMmmpoBasio oriepatopoB bosee 200 wwiBeviLapCckmux Beb-caiToB, KOTOPbIE
cTann xeprTBaMu knbepatak, M 0Ka3aso UM NnoaaepxKy B MPUHATUN MepP 3alUynTbl. ITOT
ycrnex CBUAETEIbCTBYET 0 BaXXHOCTU MEXAYHapoAHOro coTpyaHundecTsa B bopbbe ¢
KnbeprpecTyrnHoCTbI.

B nepuoa ¢ 7 no 19 mnioHa 2023 roga HECKOJIbKO LLUBENL@APCKUX NHTEPHET-AOMEHOB, B TOM
yucne seb-canT WBeNLAPCKOro napsamMeHTa, noaseprance DDoS-aTakaMm (Distributed
Denial-of-Service) n 66111 BpEMEHHO HEAOCTYMNHbI UK TPYAHOAOCTYMNHbI. B CBA3M C 3TnM B
noHe 2023 roga PenepanbHasa NpoKypaTypa Bo3byamnna yronoBHOe Aeso NpoTuB
HeM3BEeCTHbIX JIML, MO MO4O3PEHUN B MOBPEXAEHUMN AaHHbIX (CT. 144°°, n. 1, ab63. 2 YK) n
npuHy>xaeHunn (ct. 181 YK). B xoae paccnenosaHus 6biim coBepLUeHbl apyrme
WHTEHCMBHbIE aTakKKn, B YaCTHOCTWN BO BpeMS cneayrumx cobbiTni:

e 15 nioHa 2023 roga: BugeoobpauwieHne npe3ngeHTa YKpanHbl Bnagnmupa
3eneHckoro nepep ®enepasbHbiM cobpaHneM B 06beaMHEHHbIX NanaTax

e 25 Hoabp#a 2023 ropa: BM3MT BbiBLIEro henepanbHOro coeTHnKa AneHa bepce B

YKpanHy

15-19 aHnBapsa 2024 roga: BceMmnpHbI 3KOHOMMNYecknn goopym (BoD)

15-16 nioHa 2024 ropa: KoHtepeHUMs no BonpocamMm Mmpa B bropreHwToke

20-24 anBapsa 2025 rofa: BceMupHbI 3KOHOMUYECKUn hopyM (BOD)

16 masa 2025 ropa: KoHKypc necHu EBpoBunaeHune

pynna «NoName057(16)» B3sin1a Ha ceba OTBETCTBEHHOCTbL 3a BCE BbILLEYNOMAHYTbIE
DDoS-aTakun. Peyb nget o rpynne NpopoCCUNCKMX aKTUBUCTOB, KOTOPas C Havyasla BOMHbI B
YkpauHe B mapTe 2022 roga nposoauT DDoS-aTakm NpoTnB MHOrMX 3anagHbiX CTpaH,
KOTOpble, MO0 ee MHEHUIO, 3aHUMalT NPOYKPANHCKYO MO3ULNIO.

B pe3ysibTaTe MHTEHCUBHbIX MEeXAYHapo4HbIX paccsienoBaHun, HavaTbix fedpol n
KoopAuHMpyeMbiX EBponosiom, 6bian yCTaHOBAEHbI TPU KOYEBbIX ML,
NpeaAnosIoXUTENIbHO NpUHagiexxawme K 3Tor rpynne. B cea3m ¢ atum MIK pacwumpun
YroJI0OBHOE MPOn3BOACTBO B OTHOLWEHUN 3TUX TPEX JINL, 1 BblAan opaep Ha ux apecT. MMNK
HamMepeHOo NPUOCTAaHOBUTb YrOJI0BHOE NMPOM3BOACTBO A0 UX apecTa.


https://dev.nashagazeta.ch/news/politique/mozhno-li-zashchititsya-ot-kiberatak

Me>XXayHapoaHoe COTPYAHUYECTBO

Ha nepBbix 3Tanax paccaefoBaHns, NMPOBOAMBLUErOCs napasisiesibHO C MepaMn 3aLlUnTbl OT
nepsbiX aTak, bblsa BbIAB/IEHa BO3MOXXHasA CBA3b C FPynnon, AencTBYoWen Ha
MexOyHapoOoHOM ypoBHe. B xone paccnenoBaHus B LLsenuapun 6b110 BbisBieHo 6onee
200 Beb-canToOB, aTaKOBaHHbIX 3TOW rpynrnoun, B TOM YNCJIe HECKOJIbKO CalTOB
thenepanbHbIX 1 KAHTOHaJIbHbIX aAMUHNCTPATUBHbBIX OPraHOB M ONMepaTopOB KPUTUYECKU
BaXXHbIX MHMPaCTPYKTYp. OnepaTopbl Beb-canToBs, noaBeprinxcsa knbepatakam, bbim no
BO3MOXXHOCTU 3apaHee NpouHgpopmmnpoBaHbl PegepasibHbIM BEAOMCTBOM MO
knbepbe3onacHOCTN 1 NOAYYUIU MOALAEPXKKY B MPUHATUN MepP 3alLNThI.

B pamkax koopauHupyemown EBpononom onepaumm Action-Day B HECKONIbKUX CTpaHax bbiau
npoBeneHbl NONMLENCKME onepaumnmn ¢ 06bICKaMu, N3bATUEM KOMIMbIOTEPOB, CBA3AHHbIX C
CeTblo, a TakXXe apecTamu. Ha naHHbIN MOMeHT B LLIBenuapum He 6b1s10 BbIABIEHO HU
OZIHOr0 KOMMbIOTEPA, CBA3AHHOIO C CEThIO U aTakaMu, a TakXKe HU OAHOro nnua,
NPO>XMBaAlOLLLEro B CTpaHe.

OTW pe3ynbTaTbl MOKA3bIBAlOT, YTO OPraHbl yroJI0OBHOMO NpecnenoBaHns Tak>Ke CrnoCobHbI
BbISIB/IATb BbICOKOMPOGECCNOHASIbHbIX KubepnpecTynHUKOB 1 obecneymBaTb 3aWNTy OT UX
aTakK. ITO elle pa3 NoATBEPKAAET BaXXHOCTb MEXAYHAPOAHOro COTPYAHMYECTBa, KOTopoe
nMmeeT pelwlatoulee 3HavyeHne gna 6opbObl C TpaHCrpaHUYHOW KMbepnpecTynHOCTLIO.
depepanbHag npokypaTypa u fedpol bnarogapsaT Bcex napTHEpPOB 3a MJ1040TBOPHOE
COTPYAHNYECTBO».
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CTtaTbu no Teme

Hawa MaseTa He ymepa!

Ceobony knbepaTtakam?

MO>XHO /1N 3alUNTUTLCA OT kubepaTak?
BlopreHLITOK: [0, BO BPpEMSA U Nocae
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