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Chevaux de Troie, maliciels et vols de données: le nombre de délits commis en matiere
d'informatique est bondi en Suisse en 2012.

Un bond de la cybercriminalité en Suisse

B npownom roay NocypnapcreeHHas cnyxba koopanHUpoBaHusa 60pbObl € NpecTynHOCTbIO
B MHTepHeTe (SCOCI) nony4mnna 8 241 curHan oT rpakaaH o NoAo3peHnsax Ha
COOTBETCTBYIOLME NPaBOHapYyLUEeHUS - 3T0 Ha 55% 6onblie, 4em B 2011 roagy. OT4acTm
SCOCI o6bsACHSAET TaKoW pOCT yCNexXoM CUCTEMbI ONOBELLEHNS Yepe3 UHTEPHET U MepaMu,
HanpasBJIeHHbIMU Ha TO, 4TO6bI NOBLICUTbL 6ANTENBHOCTb FrpakgaH. B exxerogHoM otyeTe
Cnyxbbl 0TMEeYaeTCa Tak)Xe BbICOKOE Ka4yeCcTBO Nosy4YeHHon nHdopmauum - bonee 80%
C/ly4aeB 0Ka3aJIMCb YroJIOBHO HakKa3syeMbiMU npecTtyrnjieHnsamn. B 383 ciyvasax gaHHble,
rnoJsiy4eHHble OT HaceleHns, No3BOJINAK Cpa3y nepenaTb Aes0 B BegeHue
COOTBETCTBYHOLWNX HAaLUMOHAaJIbHbIX NN MeXAYHapOAHbIX OpPraHos.

SCOCI KoHCTaTUpyeT NOCTOSAHHbIM POCT SKOHOMUYECKNUX NPaBOHapPYLUEHNIN B Te4YeHune
nocnegHux neT. B 3ToM roay Konnm4ecTBo NU3BELLEHNIN O CYLLECTBOBAHNN MOLLUEHHNYECKUNX
CXeM BMNepBble NPeBbICUIO KOIMYECTBO CUFHANOB O C/ly4asax pacnpocTpaHeHns
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HeneranbHOW nopHorpadpun - 37% npotme 33%.
OOmMaH rpaxxpaH

Cpean 3KOHOMNYECKUX MHTEPHET-NPECTYNNEHUA NNANPYIOT MOLLEHHNYECTBO, PULLNHT
(nony4eHmne obMaHHbLIM cnocoboM A0CTyNa K KOHpUAeHUManbHbIM AaHHbLIM
nosib3oBaTesNs), MaccoBas OTNpPaBKa HexenaTebHOM NOoYThI (CNaM) N NnoBpeXxaeHmne
BUpycoMm 6a3 AaHHbIX.

B 2012 roaoy SCOCI nonyydmna 1 770 cnrHasios o npeanosiaraeMblX cnydanx
MOLLUEeHHMYecTBa. Yaule Bcero (pnKTMBHbIe 00BbABNEHUSA 0 Npoda)kax NybnankyTcsa Ha
canTax YaCTHbIX 0OBABNEHUN NN OH-NTaH ayKumoHax. Obbl4HO XepTBbl 0bMaHa
nepeyvyncnaioT MOLWEHHUKaM aBaHC 3a ToOBapbl UM YCJYIrX U OCTAlOTCA HU C YeM. Ewe oaunH
NONYNAPHbIA CPeAN MOLIEHHNKOB CLEHAPUI BbIFNAANT TaK: KJINEHT, HaXOA4AWMNNCA AKOObI
3a pybexxom, oTBevaeT Ha 0bbsABNEeHNE 0 NpoAarke ToBapa. Kak TOJIbKO coralleHne o
NOKyrnKe OOCTUrHYTO, NOKynaTe b MPOCUT BO3MECTUTb eMy TaMOXXEHHbIE pacxoabl.
BnocneacTBmnm «KANEHT» OTKa3bIBAE€TCA OT NOKYMKU, N EeHbIMN «Ha KOMMeHcaLuuto
pacxonoB» OCTAlTCA Yy Hero.

MonbITKM NoJly4eHNA KOHpUAeHUMaNbHbIX 4aHHbIX MOLLUEHHWUYECKUM MYyTEM - (PULLVHE -
Yalle BCero ocyLecTBAATCA NPY MOMOLUU asibLLUNBbLIX 3NEKTPOHHbIX MUCEM UK
TenedoHHbIX 3BOHKOB. Hanbonblnin HTepec A1 KOMMNbIOTEPHbLIX MMPaTOB
npencTaBsifioT, eCTeCTBEHHO, AaHHble KPpeAUTHbIX KapT, OCTyn K 6aHKOBCKUM cYeTaM n
3/1IeKTPOHHOW NoyTe. BrnipoyeM, puInHr He Tak nonynspeH B LBenuapumn, Kak PUKTUBHbIE
NMPOLaXXn 4Yepes NHTEePHEeT - Ha ero Ao/ npmuxoantcsa scero 8% nony4veHHbix SCOCI
CUrHasoB.

HecMoTps Ha TO, 4TO 3KOHOMUYECKME NPeCcTYN/eHNa TMONPYIOT B CNUCKe
npaBoOHapyLIEeHW, HenerasibHasa nopHorpagusa B UHTEpHeTe ciiefyeT 3@ HUMU MO NnATaM -
B 2012 ropny 661210 nony4veHo 3 083 curHana npoTtme 1 206 B 2011 roay. BonbWMHCTBO
cny4aes, oTMme4aeT SCOCI, 0OTHOCUTCA K pacnpoCcTpaHeHuto NopHorpadunyeckon
NMPOAYKLMN Yepes3 CanTbl, PacnosOXKeHHbIe 3a rpaHnuen. UMeHHO 3TOT (pakT, N0 MHEHUIO
3KCNepToB, CUJIbHO 3aTpyaHAeT paboTy No NoMMKe NpecTynHUKOB. Beab HapywmTenm
MOryT HaX0OUTbCA 3a ThbICAYU KMOMeTpoB oT LLBenuapun, B cTpaHax C Apyroun
3aKoHoZaTeNbHON cncteMmon. NosaToMy ocHoBHOW yrop B bopbbe ¢ knbepnpecTynHOCTbIO
no-npexxHemy AesiaeTcsa Ha npefoTBpaLleHne npaBoHapyLeHUn N nHpopMuposaHme
HacesieHUs.

Yrposa KOMnaHusaM

OH-nanH goctyn K 6a3e AaHHbIX, MPNEM 3aKa30B Yepe3 MHTEPHET - 3TN PaKTOopbI
CYLL,eCTBEHHO MOBbLILLAOT PUCK TOFO, 4TO AEATENbHOCTb (PUPMbl MOXKET ObiTb COBEPLLUEHHO
napasn3oBaHa B pe3ynbTaTe kmbepaTak. Tomac BanbTep, npeacrtasutens SCOCI,
OTMeYaeT, YTO KOMMNaHu1, B 3aBUCMMOCTU OT CBOUX (PUHAHCOBbLIX BO3MOXXHOCTEWN,
npuberatT cerogHsa K cambiM pa3Hoobpa3HbiM cnocobam 3almnTbl - OT aHTUBUPYCOB U
pe3epBHOro KONMPOBaHUA hanoB 40 HOBENLINX TEXHONIOMMNA, NCMNOJSIb3YEMbIX ONS 3alWNThbl
6aHKOBCKNX OaHHbIX.

BONbWMHCTBO CMrHANOB O NpaBOHapPyLIEHMAX B 06/1aCTU MHPOPMALMOHHBIX TEXHOI0MUIA,
noctynueLlimnx B SCOCI, 0OTHOCUTCS K YaCTHbIM nnuam. OgHaKo ecTb cpean HUX 1 >anobeol
OT KOMMEpPYEeCKNX opraHm3aumnin. Yawe Bcero peyb UAeT 0 Kpa)ke faHHbIX U BPeO0HOCHbIX



nporpamMmax, KoTopbie 3anyckatoT DoS-aTaku. B Taknx cnyvasax Beb-canTbl KOMMaHUN
noaseprarTca 60/bLWOMY KOIMYECTBY 3aNpoCoB U Ha4YMHaOT paboTaTb MeasieHHOo, He
[aBas KJIMEHTaM OTNPaBUTb 3aKa3. A pupmbl, K ByxranTepmm KOTOPbIX MOXKHO MNOJYy4YUTb
OOCTYM 4Yepe3 NHTEPHET, B CJlyHae KpaXku AaHHbIX, MOTYT Cpa3y 3aKpbiBaTbCH,
npeaynpexpaeTt SCOCI.

NHTepHeT - 3TO A0CTYN KO BceMy MUpy. Ho NOMHUTE - U BeCb MUP MOXKET NONY4YUThb
AOCTYN K BalleMy KOMMbIOTEpPY

CtyneHTbl Cneumann3npoBaHHON BbiCLLEN WKObI bepHa HarnaaHo NpoAEeMOHCTPUPOBaIn
B CBOEM MCCAea0BaHUK, YTO NpoBeaeHmne BaHKOBCKUX NiaTexemn npm noMoLLn
cMapThOoHOB - Hebe3onacHasa NpakTuka. BpeaoHOCHbIE NporpamMMbl MO3BONAIOT
AKTUBUPOBATb TPaH3aKLMKM, O KOTOPbIX MNOJIb30BATEJO CHeTa CTAHET U3BECTHO TOJIbKO
TOorga, Korga oH noJsly4YmMT BbINUCKY CO cHeTa Ha ByMa)KHOM HOCUTENE N B 3JIEKTPOHHOM
BMAE C YyCTPOWCTBA, HE NMoaBeprlerocs B034enCcTBUO BUpyca.

OT pepakuun: Ecnm cogepxnmoe Kakoro-nmbo camta nam 31eKTPOHHOro NM1UcbMa
nokas3anocCb BaM NoJo3puTesibHbIM, coobwmnTe 06 3ToM B [oCcynapCTBEHHYIO CNyx6by
KoOpAHMPOBaHUS 60pbObl C MPEeCTYNHOCTbLIO B UHTEPHETE, 3anosiHMB DOPMYJISp Ha ee
caunTe.
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KnbepuinmoHbl «KpacHOro oktsabps» NnpoHMKAXM B NOCONbLCTBA B LlIBenLlapumn
MupaTtbl MOBWIBLHOrO MOpPS
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