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OCTOpPOXHOCTb - Npexae Bcero (pixabay)

NmeHHOo Takyto undpy Ha3Banu LWIBENLLAPCKME 3KCMEepPThl, NpoaHanmn3nposaswmne UT-
cuctembl KoHenepaumm Ha npegMeT ya3BMMOCTU. DTO U MHOroe gpyroe obcyxaatT
y4aCTHUKN nepBoro opyma Swiss Cyber Security Days (aHrn.: Hn knbepbesonacHoOCTU B
LLIBenuapun, SCSD).
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Des experts suisses ont nommé ce chiffre, ayant analysé le niveau de protection des
systemes IT de la Confédération. Les participants de la premiere édition des Swiss Cyber
Security Days se sont réunis a Fribourg pour discuter ces questions.
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ECTb N1 Xun3Hb 6€3 nHTepHeTa? 3Ta WyTAnBasa opasa Ha CaMOM fesie BMNoJiHe cepbes3Ha.
BcemupHasa nayTruHa HaCTOJIbKO NMPOHM3aJia BCIO HalWy XXWU3Hb, YTO TPYLHO NPencTaBUTb,
Kak obonTucb 6e3 Hee. Mbl y3HaeM HOBOCTU 1 MNOroAy B MHTEPHETE, HaX04AUM pa3BieyvyeHuns
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TaM e, coBeTyeMcCa Apyr C Apyrom Ha opymax, yummcs, pabotaem... ECTb MHeEHMeE, 4TO
cerogHs He obA3aTeNIbHO 3HaTb MHOIMO - BCA MHopMaumnsa B ceTu. YTo-To noHapobuniock -
oTKpblal Google n y3Han o HpaBax [lpeBHero ErmnTa, y4acTHUKax 6uTebl npu FacTuHrce
NAN O TOM, KaK NOBECUTb MOJIKY Ha 6€TOHHYI0 cTeHY. CTOPOHHUKWN TaKo TOYKN 3pEHUSA
YBEPSAIOT, YTO UHTEPHET U TEXHOJIOM U HUKY A He NCYE3HYT, BCe OCTAaHeTCs Npu Hac n
OyneT TONIbKO pa3BMBaTbLCA.

Hapneemcs, 4To 6yaeT MMeHHO Tak, HO Belb HOBEMLLINMMN TEXHONOTNSMU NOJb3YIOTCS He
TO/IbKO 3aKOHOMOC/YLHbIE FPaXKAaHe, HO 1 3/I0YMbILWIEHHNKN. N Yem Bonee coBepLUeHHble
CpencTBa OKa3blBAOTCS B UX pyKax, TeM Bosblue Bpefa OHU CNOCOOHbI MPUYNHUTB.
CerofiHs MOXXHO JIerko NPeACcTaBUTb, YTO KTO-TO OTKJIIOYUSI UHTEPHET OTAENIbHOW CTpaHe
NN BCen niaHeTe. Bpsa v 3TO C/Iy4MTCS, HO 3TO BO3MOXKHO. YTo Toraga 6yayT nenatb Te,
KTO Ka)KOyl0 Menoyb Y3HalOT N3 BCEMUPHOW NayTuHbI? ByayT IoMaTb FONI0BY HaZ TeM, Kak
)K€ BKJII0YaeTCs aneKkTpmuyeckas 3ybHas weTka?

Ha nogobHble TeMbl pa3MbILLNAIT U WBENLLAPCKNE IKCMEPThbl, KOTOPble cobpannchb Ha
dopyme «LLBenuapckme gHu knbepbesonacHocTu», npoxoasuwem so ®pubypre. B cnucke
Y4aCTHUKOB €CTb U CNeunanncTbl U3 opYyrux CTpaH, BKa4Yasa O4HOro N3 BeAyLnx MUPOBbIX
3KCMepToB B chepe nHpopMaLmmoHHo besonacHocTu EBreHna Kacnepckoro, komnaHums
KOTOPOro npegsaraeT NoJjib30BaTesIAM U3BECTHYIO NporpamMmy-aHTUBMpPYC. AnpekTop
6epHckon koMnaHum Dreamlabs Technologies Hukona ManeHKyp paccka3as B MUHTEPBbIO
TenepagnokomMmnaHmm RTS, Hackonbko LLBenuapus yassuma nepen BO3MOXKHbIMU
knbepaTakamu.

CoTpyaHukm Dreamlabs Technologies obHapyxunmu 44 Tbic. cnabbix MecT. B cnncok BxoaaT
cepBepbl, CUCTEMbI YNpaB/IEHNA BOLOMPOBOAOM N /IEKTPOCETAMMN, Noe34aMu U
camoneTamun. B kavectse npumepa Hukona ManeHkyp npusen Heartbleed - ownbky B
nporpaMmMHomM obecrnevyeHmnn OpenSSL, gatoLwyo BO3MOXKHOCTb HECAHKLIMOHUPOBAHHO
YUTaTb NaMATb Ha CEpPBEpPE UK Ha KOMMNbOTEpe Nosib3oBaTeNs, B TOM YMucne ans
N3BJIEYEHNS 3aKPbITOro KJto4Ya cepsepa. MHbopmaumsa ob ya3smmocTum bbina onybimkoBaHa
B anpene 2014 rona, Ho Ha ceroaHs B Lsenuapum - 6onee 500 cepepos, NporpaMmMHoe
obecneyeHmne KoTopbiXx He 6b110 06HOBNEHO ANA yCTPpaHEHUS OWNBKN.

CTonb HeyTelnTebHbIA BbIBO NOBOPUT O TOM, 4TO BJIACTW NOKa He 3aHMMAalOTCS 3TOMN
npobnemon Bcepbes. B To e Bpems, Hnkona ManeHkyp oTMeTus, 4TO peLllaTb 3TU
BOMPOCHI AOJIKHO HE TOJIbKO roCyapCcTBO, HO TakKXXe KOMMNaHUM N YacTHble nuua. M3-3a
BbelweHOro pyuTMa KOMMbloTEPM3aLmnnM BCex chep HaLlen XXU3HN, BKYaa NosasaeHne
WHTEepHeTa BeLllen, «NoCTpafaTb MOXKET He TOJIbKO Ball AOMALUHMA KOMNbIOTEp, CepBep
nnu Bawe npennpuatme. Xakepbl MOryT NOAY4YUTb AOCTYN K aBTOMoOMASAM, noesnam,
camoneTam 1 NHppacTpykTypam. B niobyto cekyHay MOXeT NpekpaTUTbCA nojada BoAbl
NN OTKJTIOYUTBCS 31eKTPUYeCTBO. BO3MOXXHO BCe», - 3ak/4nn Hukonsa ManeHkyp cBon
MpPa4HbIA MPOrHO3.

Mo ero cnoBaM, OTCYTCTBME PELUNTESNbHbLIX Mep Mo NPeAOTBPALLEHNIO TaKUX CUTYaLni
06BbsACHSAETCSA TeM, YTO Halle 06LEecTBO C/INLWKOM BbICTPO CTasIo NPUMEHSATbL NocnegHne
pa3paboTku, 1 NO3TOMY Yy NOJIb30BaTesIEN eLle He CHOPMUpPOBaachb NMPUBbIYKA AyMaTb O
cobcTBeHHOM KnbepbesonacHoCcTN. Heob6xoaAMMO N3MEHNTb OTHOLLIEHME NIOAEN K 3TUM
npobnemam.

,D,eI7ICTBI/ITe}'IbHO, 3aWwmuaTh cebsa oT KI/|6€paTaK cerogHd no4YTm Tak »Xe Ba>XHO, KaK "
NnoJib30BaTbCA COJIHUE3ALWLNTHBIM KPEMOM B )KapKI/II7I NEeTHUN OeHb Ha NAs>Xe, HOCUTb



3aLLUUTHYO oAexxay Ha NPon3BOACTBE UM 3anMpaTh A0M, yXoas Ha paboTy. HaBepHoe,
rocygapcTBa NpaBUIbHO CAENAl0T, eC/IN, HECMOTPS Ha Pa3BUTUE TEXHUKN U KOMMbIOTEPOB,
Bcerga 6yayT COXpaHSATb BO3MOXXHOCTb PYYHOIr0 ynpaBaeHUa CTpaTern4eckn Ba>KHbIMun
NHPPACTPYKTYpaMu. Mbl )XKMBEM B 310Xy, Korga nobena onpenensercs He YACTIEHHOCTbIO
apMuu, a TeM, B YbEM PACMOPSXKEHNMN OKA3aNNCh KHOMKU «BKJ1.», «BbIKJ1.» N «YAAJINTb>».
Mo3ToMmy, 4eM 6oblie pa3BMBAOTCSA TEXHONIOMUN, TEM LIEHHEE CTAaHOBSATCS 3HAaHUA B
NamMsaTn YenoBeKa, a He XpaHsLlmecs rae-To B riaybuHax MHTepHeTa.
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