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B KkaHTOHe BOo npepoTBpalLleHa
Kubepartaka | Une cyberattaque déjouée
dans le canton de Vaud

Auteur: Jlenna babaeBa, PeHaH-J1o3aHHa , 08.01.2020.

34aHne reHepasibHOro yrnpasaeHnsa MHPoOpPMaLUNOHHbIX CMCTeM KaHTOHa Bo (© tdg.ch)
COTpYAHUK KaHTOHaIbHOW aAMUHUCTPpaUUN N NpeacTaBUTelb HaCTHON KOMMNaHUK
HaMepeBaIMCb COBEPLUNTL KnbepaTaky Ha MHPOPMaLUMOHHYIO MHPACTPYKTYpY Bo.
Cnepncreume CcTapaeTcs BbIACHUTb Lean coobuwHNKOB, nuweT ra3eta 24heures.

|

Un employé de I'administration cantonale et un représentant d’une entreprise privée
envisageait une cyberattaque sur l'infrastructure informatique vaudoise. L'enquéte
s'attache a découvrir les objectifs des complices, écrit le journal 24heures.

Une cyberattaque déjouée dans le canton de Vaud

OTa UCTOpPUSA HAaNOMUHAET CLEeHapui hnabMa o WNMoHax: 26 aBrycTta NpoLsioro roga
KaHTOH Bo npencTtaBun Ha nNpecc-KoOHMepeHLUNU CBOW HOBbIN LLeHTP MHGOPMaLNOHHOMK
6e3sonacHocTK, Ha obopyaoBaHMe KOTOPOro 610 NoTpavyeHo 8,5 MAH hpaHKoB. 29 aBrycTa
B MH(POPMaLMOHHON CUCTEME KAaHTOHA, MOCTOAHHO aHaN3NPYyEMON KOMMbIOTEPaMM HOBOIO
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ueHTpa, bblna BbisBIEHa aHOManus. NpoBeaeHHas NpPoBepKa No3BoaAnAa 06HaAPYXNUTb
YCTPOWCTBO, TalHO YCTAHOB/IEHHOE B O4HOM M3 MOMELLEHNI reHepasibHOro ynpassieHns
nHgopMaunoHHbIx cnctem (DGNSI). Mpubop obnagaeT nHTepdencom ona oocTyna K
KOMMbIOTEPHOW CETU KaHTOHa M3BHe. lNMpepnonaraeTcs, 4TO C NOMOLLbIO annapaTa
3/1I0YMbILWAEHHUNKIN YKPaan NN N3MeHUNN AaHHble, BEPOATHO, C Leblo MoJsyYeHuns
MaTepuanbHOW Bbiroabl. PaccnenoBaHme NO3BOAMIIO BbIACHUTbL, YTO 3@ YCTAHOBKY
obHapy>XeHHOro yCTpoMNCTBa HECYT OTBETCTBEHHOCTb ABa nua: agMUHUCTPATOpP
nnaTdopmbl pursndeckon besonacHoCTM o6opynoOBaHNA KaHTOHAIbHOWM aAMUHUCTPaLWN
(SIPAC) n coTpyAHMK YaCTHOWM KOMMaHWN, ABNABLUENCA NOCTAaBLMNKOM KaHTOHa. B
HacToswee Bpems oba HaxoaATCA No4 CNeaCTBMEM.

Fnasa DGNSI NaTpuk AMapto nog4YepKHYN B MHTEPBbIO ra3ete 24heures, 4to 6bnaronaps
ObiICTpOMY OBHapyXeHUNI0 HE3aKOHHO YCTaHOBJIEHHOI0 YCTPONCTBA CreunanmcTam yaanoch
NnpefoTBPaTUTb BEPOATHYIO 6N1O0KNPOBKY MHPOPMALIMOHHbBIX CUCTEM U YTEYKY OaHHbIX.
IKCMepT HAaCTPOEH ONTUMUCTUYHO, MOCKOJIbKY 3TUN COBLITMA NO3BONNAN NOATBEPANTD, YTO
cuctema 6esonacHocTu paboTaeT. NMNaTpuk Amapio fobasun, 4To KaHTOH Bo BnepBbie
nopaeT xanoby B NpoKypaTypy B CBA3U C NOMbITKON COBepLIEHUA KnbepaTaku.
Nopo3peBaeMbit COTPYAHUK SIPAC 6b11 OTCTPaAHEH OT BbINOJIHEHUS CBOUX CJTyXeBbHbIX
06s3aHHOCTEN, KakK TONIbKO CNeACcTBME YCTAaHOBMIIO €ro NPuUYacTHOCTb K 3TOMY Aeny.
CnycTS HECKOJIbKO Hefeb ero yBonau, a BbileyrnoMsaHyTas YacTHaa KOMnaHus bbina
Bbl4epKHYTa N3 CMNUCKa MNOCTaBLLMKOB KaHTOHA.

MoxxeT nn Bo obontmnch 6e3 nporpaMMmnCTOB CO CTOPOHLI? o cnosam lMaTpuka Amapto,
HeT. CTabunbHoe PyHKLMOHUPOBaHME NHPOPMALIMOHHbBIX CUCTEM KaHTOHa obecnevymnsatoT
400 cOTpyOHNKOB, O4HAKO A1 BbIMNOJIHEHUNSA Crieynunyeckmnx 3agaydy nepnoanyeckm
MPUXOANTCSA MOJIb30BaTbCA YCJIyraMum BHELHUX cneunanncTos. NpucyTcTeme Takux
akcnepToB TpebyeTcsa Bcero 4-5 oHen B rony.

B HacTosALwee BpeMs pacciiegoBaHume nponosixkaetcs, a DGNSI BHecno yny4ylieHuns B
opraHusaumio cesoen paboTbl, 4TO ABNSETCA 0ObIYHOM NMpouenypon Nocie Kaxxaoro
cepbe3Horo nHumaeHTa. OAMH U3 OCHOBHbIX (DAKTOPOB pUCKa - MaHUNyJIMpoBaHue
COTPYAHUKaMKN, OTBeYaLWmMMn 3a MHHOPMaLNOHHYO 6e3onacHOCTb. YTobbl n3bexaTb
Takoro cueHapus, DGNSI npuMeHseT MeToh «KOHTPOJIb YeTbipbMS rna3zamMm». Ha npakTunke
3TO O3Ha4aeT, YTO HN OLHO Ba)KHOe AeNcTBMe C MUHPOPMALMOHHBIMN CUCTEMAMU HE MOXKET
ObITb BbINOJIHEHO OAHMM PabOTHNMKOM, B 3TOM C/lly4ae HeobXxoaMMO NoATBEPXKOEHNE eLle
OAHOM0 UM HECKOJIbKNX KON1er, 3aHUMalLLNX pa3Hble AO/HKHOCTY nan paboTaowmx B
pa3HbIX AenapTaMeHTax.

MNMocne BnoxeHnsa 8,5 MAH )paHKOB B HOBLIN LLEHTP UHOPMaLMoHHON 6e30nacHOCTH
KaHTOH NJaHupyeT NoTpaTuTb 9,5 MAH Ha TO, 4TOObI AONONHUTENBHO 3aLLUTUTDL
KOMMbIOTEPHbIE CUCTEMbI OT Knbepatak. Bropas cymma 6yneT HanpasJ/ieHa, cpegn
rnpo4ero, Ha NnoBbllLleHNEe KBaNPUKaunm COTPYyAHNKOB KaHTOHaIbHOM aAMUHUCTPaLnnN B
chepe ynpasBseHUsa pucKamu.

knbepbezonacHOCTb

CTtaTbu no Teme

bym knbepnpectynHocTu B LliBenuapun

B KkaHTOHe Bo kubepnupaTbl onycToLllaoT 6baHKOBCKME CYETa

B LliBenuapum bynert passmBaTbCca kubepcnopT

LLIBenLlapCcKMe KOMMaHWUM NOYTU FOTOBbI K OTPaXXeHUto knbepaTtak
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