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MexxayHapogHble paccnegosaHus ®I n penepanbHoro ynpasneHmsa nonnummn fedpol
NMPUBENN K OCYXXAEHUI0 3a puinHr B BennkobputaHum nocne Toro, Kak KJaneHTbl
wBenyapckmx baHKoB NocTpagann Ha CymMmy nopsiaka 2.4 MaH ppaHKOB.

Les investigations internationales de la MPC et fedpol ont menés a une condamnation pour
le realitime-phishing en Angleterre apres que de nombreux clients de banques suisses ont
été victimes d’une escroquerie s’'élevant a CHF 2.4 millions.
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[Be Hepenn Ha3apg Hawa MNa3eTa pacckasbiBajsa 0 AeNcTBUAX PepepasbHOM NPOKypaTypbl
LLIBenuapun COBMECTHO C NpaBOOXpPaHUTEsIbHbIMU OpraHaMun B ApPYyrux CTpaHax ansg
BbISIBJIEHNA NPECTYNHUKOB, Y4aCTBOBaBLUMX B NOC/Ae4HNE HECKOJIbKO JIeT B MacCCOBbIX
kKnbepaTakax Ha LUBENLAPCKME 00BbEKThI - XKEPTBOM OAHOW U3 aTakK CTasio Halle U3gaHune.

Cyns rno BceMmy, LUBENLIapLbl B3SJIMCb 3a Ae/10 CO BCEN CePbe3HOCTbLIO: BYEpa CTalo
N3BEeCTHO 06 yCcneLwHOM 3aBepLUeHnm elle 0HOro MeXXAyHAapoAHOro paccsiefoBaHus,
MO3BOJIMBLLErO BbIIBUTb NPECTYMHUKA, «CheLnanmsnpoBasLlerocs» B o6nactn pulnHra B
peasibHOM BPEMEeHU, TO eCTb B BUAE UHTEPHET-MOLLIEHHNYECTBA, LiefIblo KOTOPOro
ABNSETCA MoJlyYeHne OoCTyrna K KOHpUAEHLUNabHbIM

LaHHbIM MOJIb30BaTENIEN — JIOTMHAM U NapPOoJIsiM..

C 2022 ropa ®epgepanbHada npokypaTypa (PI1) Bena yronoBHoe paccsenoBaHne B CBA3MU C
cepuen KpynHoMacwTabHbIX PUINHIOBbLIX aTakK, COBEPLUEHHbIX C MOMOLLbI0 NOAOE/bHbIX
Beb-canToB A1 BXO4A B CUCTEMY IIEKTPOHHOro 6aHKuHra. B pesynbTaTe 3TOMN adepsbl
KJINEHTbI WBenuapckux 6aHkos noHecn yuepb Ha cyMmmy 2,4 MJH LUBENLAPCKNX
paHKOB.

B ntone 2022 rona depepanbHasa npokypaTypa (PI1) Bo3byanna yronoBHoe geno NpoTms
Hen3BeCTHbIX JINL, MO NOL03PEHNI0 B MOLLUEHHNYECKOM NCMO/b30BaHUN KOMMbloTEpa (CT.
147, 4. 1 B cBA3M C 4. 2 YroQIOBHOro Kogekca LLisenuapun) B CBA3KU C 0BLLMPHON cepuren
PUWNHroBbiXx aTak. PaHee HeCKOIbKO KaHTOHa/IbHbIX MPOKypaTyp y>xe Bo3byannu gena no
OKOJ1I0 TpUALUaTK AeslaM B TOM XKe KOHTEeKCTe, KoTopble 3aTeM bbiin nepeaaHsl B Ol un
obbeanHeHblI B 04HO NPOM3BOACTBO. B aBrycte 2023 roga, nocsie yCTaHOBAEHUSA JINHHOCTN
pa3paboTymkKa n pacnpocTpaHuTens GUWMHroBoro Habopa, yrososHoe Npon3BoaCcTBO
ObIN0 paclWMpPEHO B OTHOLLIEHUN 3TOr0 inua.

Yaanocb yCTaHOBUTb, 4TO € Mas Nno ceHTsabpb 2022 roga HEN3BECTHbLIVM aBTOP CO30asn U
NCMNoJib30BaJl HECKOJIbKO NOAAENbHbIX CTPaHUL BXoAa ((PULLNHIOBbLIX CTPaHUL,) Pa3/INYHbIX
wBenuapcknx 6aHkos. a8 3TOro oOH UCMNoJsib30Basl UHCTPYMEHT, Ha3blBaeMbli
duwmHrosbiM Habopom. KnmeHTbl 6aHKOB NoHecnun yuiepb, MoCKosIbKY Mpu NOUCKe B
Google oHuM BblnnM NnepeHanpaBaeHbl Ha 3TN PULLMHIOBbIE CTPaHULbI, 0TobparkaBLumecs B
BUAE PEKNAMHbIX 00bABNEHNN, A€ OHU MbITaINCb BOATU B TO, 4TO CYMTANN CBOUM
3/1eKTPOHHbIM BAHKOBCKMM CHEeTOM. 3aTeM B POHOBOM pexxmme bblin nepexsaveHsl
AaHHble 019 BXO4a B CUCTEMY »XXepTB, YTO NO3BOJINIO 3J/I0YMbILWIEHHUKY MOJYy4YUTb LOCTYN
K UX CHeTaM 31IeKTPOHHOIro 6aHKMHIa C MOMOLLbIO MOXULLEHHbIX OAHHbIX U MIHULWNPOBATb
NBYXMaKTOPHYIO ayTeHTUdnKaumno. XepTBbl, ybe)xx4eHHble, 4TO HaXoO4ATCS Ha HAaCTOSALWEM
Beb-canTe cBoero 6aHka, BBOAWIN KOO ayTEHTUPMKALNN, NONYyYeHHbIN no SMS, Ha
(PUWKNHIOBOM CTpaHMLe. DTOT Ko rnonagan B PyKWU 3J10yMblILLUJIEHHWKA, YTO MO3BOJISIO eMy
yCMeLwHO BONTN B YYETHYIO 3aNNCb 3/IEKTPOHHOIr0 BaHKMHIa XXepTB 1 3aperncTpupoBaThb
AOMNONIHUTENIbHOE YCTPONCTBO AN OBYX(aKTOPHON ayTEeHTUPUKaLNN. 3aTeM
3/10YMbILUIEHHUK MOT MOJIYy4UTb OOCTYM K cHeTaM »xepTB 6e3 Kaknx-nnmbo fonoNHUTENbHbIX
NENCTBUN C UX CTOPOHbI N MHULMNPOBATb (PMHAHCOBbLIE TPaH3akKuun 6e3 nx segoma u
cornacus.

Bnarofgaps MHTEHCUBHbLIM paccriefoBaHMAM, NpoBeAeHHbIM DenepaibHON NPOKypaTypon n
fedpol, 6611 HangeH N NAeHTUOUUNPOBaH rpa>kaaHnH BennkobputaHnu, paspaboTymk u
pacnpocTpaHnTenb punHrosoro Habopa. B pe3ynbTaTe TeCHOro coTpyaHudectsa @I u
fedpol c EBponosiomM, EBpotocToM 1 bpuTaHCKnMun cyfebHbiMyn opraHamum 3TOT 4esioBek bbin
apecToBaH B BennkobputaHum n nepenaH B cya. MockonbkKy bpuTtaHCKme BNacTn y>ke Benu
aHaNorn4yHoe paccsenoBaHme B OTHOLIEHUM 3TOro snua, no npocbbe @I oHW NpuHAN
LWBenyapcKoe paccsiefoBaHme U Npoao/HKUAM ero B Benmkobputanun. MNocne 3toro Ol
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YyroJsIoBHOE npecnegoBaHume npekpatuno. N BoT 23 nona 2025 roga obsnHaembin 6bin
npurosopeH Koposesckum cynom Southwark B BennkobputaHum K cemMu rogam nmeHns
cBob60abl 38 UHKPUMUHUPYEMbIE eMy AesaHUS. [10 xogaTancTBy CTOPOHbI 06BUHEHNSA eMy
Tak>Xe 6bln1 BbIHECEH MPMKa3 0 NPeaoTBPaALLEHNN TAXKKMUX MPECTYMAEHNNA.

«ITOT pe3ynbTaT CBUAETENbCTBYET 0 BaXKHOCTU U 3PPEKTUBHOCTUN MEXOYHAPOAHOIrO
coTpyaHuyecTBa B 6bopbbe ¢ pacTyuwien knbepnpecTynHOCTbIO», - NOOYEPKMUBAETCS B
ohnuManbHOM KOMMIOHNKE PenepanbHOM NpoKypaTypsl LLBenuapuw.

HaBepHoOe, BaM X04eTCH Yy3HaTb, KTO »Xe 3TOT JIOBKUIN 3/10yMbILWLNEHHUK? KOMMIOHUKE
depepanbHOM NpoKypaTypbl 06 3TOM yManymBaeT, 3aT0 KoposieBckas NpokypaTypa
paccka3ana 0 HeM BO BCex NogpobHOCTAX.

Peyb npert o 21-netHem ctygeHTe yHuBepcmteTa Onnim XosMaHe, OTBETCTBEHHOM 3a
co3faHue n noctasky 1052 puwmnHrosbix Habopos, KoTopble BN HanpaBsieHbl NPOTUB 69
(PVMHAHCOBbLIX YYPEXAEHNI N KPYMNHbIX OpraHu3auunin, Bkaodaa 6i1aroTrsopuTesibHble
opraHusaumu, B 24 cTpaHax u npueenmn K ybbiTkaM, OLLEHNBAEMbIM MO MEHbLUEN Mepe B
100 MNNINOHOB hYHTOB CTEPJIMHIOB Mo BCceMY Mupy. Co3aaHHble UM Habopbl cogep>kanu
dunwmnHrosyto Beb-cTtpaHuly, kotopas bbina paspaboTaHa Tak, 4ToOObI BbIr1A4ETb Kak
HacToALWAda. 3TN MOLWEHHNYEeCKNne Beb-CTpaHULbl UMeNn BCTPOEHHbIE CKPUMTHI,
no3sgosifowme cobmpaTb BBEAEHHYO NH(OPMaLUWIO, BKJOYasa AaHHbIE AN19 BXO4a B
y4YyeTHble 3anncu n 6aHKOBCKME PEKBU3UTLI. XOJIMaH PacrnpoCcTpaHan 3TV (PULLNHIOBbIE
CTpaHuMuUbl Yepes 3angpoBaHHbIN MecceHaXep Telegram, roe oH Tak>Xe npeasarasna CBOU
COBETbl U TEXHNYECKYIO Moaaep>XKY APYrUM inuam, HaMepeBaBLUIMMCS COBEPLUUTDb
MOLLUEHHNYeCTBO.

XonmaH 6b1n apecTtoBaH B oKTs6pe 2023 roaa, ero yHmBepcuTeTckoe xunbe B KeHTepbepu
6b1N10 06bICKaHO, a ero yCTponcTBa n3bAThl. [Tocsie NepBoHaYasbHOro apecta XosMaH
NpoAo/IKaN NCMOJIb30BaTb CBOW KaHan Telegram Ans oKasaHUA NOALAEPXKKN N
obcnyxnBaHna puMHrosbix Habopos, nNoka 20 masa 2024 roga He 6bIa1 CHOBa apecToBaH
Mo MecTy XUTenbCTBa, rae 6binm N3bATbl 4OMOJIHUTE IbHbIE YCTPONCTBA.

B xone paccnenoBaHusa 6b110 obHapyxeHo 6obLIoe KONMYECTBO LUMPOBbIX
[OKa3aTeNbCTB, KOTOPble NPOKypaTypa UCnoab3oBaia A5 NoCTpoeHns ybeantenbHOro
fena 1 yCnewHon cBsA3mn XosMaHa C OHTaH-NpecTynaeHnsaMM.

KoponeBckas NpoKypaTypa CaHKLMOHMpPoBasa 06BMHEHMS NPOTUB XoJIMaHa Mo
pe3ysbTaTaM paccsiefoBaHus, NpoBeaeHHOro noamumen JIoHaoHCKoro Cutu npu
noafep>XkKe MexxayHapoaHblx NapTHepoB B LLBenuapumn (FeHepasibHas NpokypaTypa
LLBenuapun n denepasbHoe ynpassieHue nonmuum) u GUHNAHOUN.

«Co3paBas u npogaBasa puMHrosble Habopbl, Onnm XonmaH cnocobcTBoBan
LMpoKoMacwTabHOMY MOLLEHHNYECTBY, KOTOPOE ApYyrne NcnoabL30Bann ons
3KCMnJlyaTauMm HEBMHHbIX XXepPTB B OFPOMHbIX MacliTabax, - 3aasuna Capa O>XEeHHUHrC,
crneuvann3npoBaHHbIN MPOKYpPop KoponeBCKOW NpoKypaTypbl. - XoJIMaH OenCcTBOBaN U3
KOPbICTU U U3BJIEK OFPOMHYIO BbIFrOAY U3 3TON HE3aKOHHON AeATe/IbHOCTN, (PUHAHCUPYS
CBOW POCKOLUHLIN 06pa3 XN3HM 3a cHeT BecyYMcneHHbIX Nl4en n NpeanpuaTuin, Kotopble
MOHEC/IN OrpoMHble (PUHAHCOBbLIE NOTEPU N MOopasibHbIN yuwepb. 4 HageCb, 4TO 3TO Aeno
CTaHEeT YeTKNUM CUIrHaJIoM ONsg Tex, KTO HaMepeBaeTCsa coBepLllaTb MOLWEHHNYEeCTBO:
KaKnMn 6bl N30LLPEHHBLIMU HY BbINV BalLM METOObl, Bbl HE CMOXKETE CKPbITbCA 3a
AaHOHNMHOCTbIO IHTepHeTa nnm 3awmngpoBaHHbIMU NaaTdhopmMmamMn. MoweHHUKK, NoaobHble
XonmaHy, byoyT pewmnTenbHo npecsiefoBaTbhCa NPaBOOXPaHNTENIbHBIMU OpraHaMu,



npMBieKaTbCSA K OTBETCTBEHHOCTU NPOKYpPaTypon N NpeacTaBaTbh nepeq Cyaom».

XonMaH, npoxxneawowmin B UctkoTe, 3anagHbiii JIOHAOH, Npu3Han cebsi BUHOBHbLIM MO CEMU
NMYHKTaM 0O6BMHEHMS, BKIOYAsA NOCOOHNYECTBO B COBEPLLUEHUN NPecTynieHuns,
N3roTOBJIEHNE WX NOCTABKY NPeaMeToB AJ1S UCMOJIb30BAaHUA B MOLUEHHUYECTBE, a TakXe
nepenavy, npnobpeTeHne n xpaHeHne NPecTyrnHoOro NMyLLLeCTBa.

Tenepb, Nocne BbiHECEHUSA NMpuroBopa, OTaen no 6opbbe ¢ foxoaamm OT NPECcTYyNHOWN
0eaTeNbHOCTN BepHeT X0o/IMaHa B Cy A A1 NpoBeAeHus npouenypbl KOHPUCKaUnm B
OTHOLLUEHNN NOACYANUMOro C Liesiblo BO3BPaALLLEHNA €r0 HE3AaKOHHO NOJIyYEeHHbIX AOX0L40B.

KI/I6€QI'IQ€CT¥I'IHOCTb B LIJBeI7IQapVII/I
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