(=]
OnybnnkoBaHo Ha LLiBenuapus: HOBOCTU Ha pyCcCKOM fA3blke (https://nashagazeta.ch)

He nnatute Bbikyn! | Ne payez pas des
rancons !

Auteur: Hapexpa Cnkopckas, bepH , 03.11.2025.

-~
SR,

to © BermiStudio/UspIash

Takown coBeT ganu rpaxkgaHam LLsenuapun degepansHasa npokypaTtypa (MPC),
depepanbHoe nonvuenckoe ynpasneHue (fedpol) n ®epgepanbHoe ynpasaeHmne rno
knbepbesonacHocTu (OFCS) B COBMECTHOM KOMMIOHUKE.

Voici le conseil donné aux habitants de la Suisse par le Ministére public de la Confédération
(MPC), I'Office fédéral de la police (fedpol) etl'Office fédéral de la cybersécurité (OFCS) dans
un communiqué commun.
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CoBceM HejaBHO TpU 04eHb Cepbe3Hble opraHm3aunm - denepanbHas npokypatypa (MPC),
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depepanbHoe nonmuenckoe ynpasneHue (fedpol) n ®egepanbHoe ynpaBaeHmne rno
knbepbesonacHocTn (OFCS) - onybankoBanm COBMeCTHOE KOMMIOHMKE, B KOTOPOM
coobLnaM 0 TOM, 4TO B NocsegHmne Mecsubl xakepckasa rpynna AKIRA akTuemanpoBasna
CBOIO gefATenbHOCTb B LUBenuapun. Okono 200 npeanpusaTUin CTanm xepTBaMu aTak C
NCMoJsib30BaHMEM NporpaMmM-BbiMoraTtesien. Yuepb B HacTosiLee BpeMs cocTaBnaeT
HECKOJIbKO MUJIJIMOHOB LLUBENL@APCKMX PPAHKOB, @ B MMPOBOM MacluTabe - HECKOJIbKO
COTEH MUJIJINOHOB O0/1J1apPO0B.

C anpens 2024 ropa ®epepanbHasa npokypaTypa (MPC) BegoeT yronosHoe paccnenoBaHme,
KoTopoe kKoopanHupyeTca denepasibHbiM NOANLENCKUM ynpasseHneMm (fedpol) B TecHoM
coTpyaHunyecTse ¢ PenepanbHbIiM ynpasaeHnem rno kmbepbesonacHocTr (OFCS) n
BJIACTAMU HECKOJIbKMNX 3a0eNCTBOBAHHbIX CTPaH. 9TO YyroJIoBHOe AeJs10 NpoTuB
Hen3BeCTHbIX JINL, CBA3aHO C HECKOJIbKUMU aTakKaMn C UCMOJIb30BaHMEM MNpOorpamMmm-
BbIMOraTefnien, CoBepLeHHbIMN B nepuof ¢ Mas 2023 roga no ceHTabpb 2025 roga npotums
LWBENLAPCKNX KOMMNAHUA. DTN aTaku, OTBETCTBEHHOCTb 3a KOTOpble B3sin1a Ha cebs
XaKepckasa rpynnmpoBka nopf HassaHueM AKIRA, nponosxkatoTca 1 B nocnegHue mecsaubl
cTanu ewe 6onee NHTEHCUBHbIMU. BnacTn oTMeTnnn yBennyeHne 4ncna ciy4vaes,
CBSA3@HHbIX C O4HUM N TeM e BbiMoraTtesibCkum MO (0T 4 no 5 B Hepento, 4To ABnaeTCs
pekopAHbIM Noka3aTtesnem ans Lsenyapuu), 4To CBUAETENbCTBYET O BbICOKOW aKTUBHOCTU
OAHHOW rpynnbl.

depepanbHas NpokKypaTypa NMpuHana Ha cebs HeCKOIbKO KaHTOHaJIbHbIX YrOJIOBHbIX Aen,
BO30Oy>XXAEHHbIX B CBA3M C 3TUM ABNeHneM. PaccnenoBaHne B OTHOLWEHUN HEN3BECTHbIX UL,
Nno rMoAO3peHUI0 B XNLLEeHUN AaHHbIX (CT. 143 YK), noBpexxaeHnu aaHHbiX (cT. 144bis YK) n
BbIMOratenbcTBe (cT. 156 YK), a Tak>xXe no nogo3peHunto B NOKYLLUEHUN Ha BbIMOraTebCTBO
(cT. 22 B coqeTaHun co CT. 156 YK).

pynna AKIRA nosiBunacb B MapTe 2023 roga un 6bICTPO CTasia NpeaMeToM HEeCKOJIbKUNX
cCTaTen B crneynannsnposaHHom npecce. OHa OeNCcTBYET C MOMOLbIO crieynasbHbIX
nporpamm, pa3spaboTaHHbIX CNeunanbHO 19 3TOW Lesn, 1 pacnonaraet MexayHapogHom
NT-nHdppacTpykTypon, pacnpenesieHHON no HECKOSIbKMM cTpaHaM. OHa NpakKTUKYeT To,
4TO 0ObIYHO Ha3bIBAaETCSA ABOMHLIM BbIMOraTE/bCTBOM, 3aKJII04AOWMNMCA B MOXMULLEHUN
AaHHbIX XXepTBbl Nepen ux wugposaHueM. lNMocne WnNpoBaHNA OaHHbIX XXepPTBa MOXXeT
TOJIbKO KOHCTATUPOBATb MOJIHYK MM YaCTUYHYO BJIOKMPOBKY CBOEN KOMMbIOTEPHOW CEeTH,
4YTO AenaeT fAeATesIbHOCTb NoCTpajaBLen KOMMNaHUM NoTeHUMalbHO HEBO3MOXXHON. Ecnn
BblKyNn He ByaeT BbinaavyeH B ycTaHOBAEHHbIN cpoK, AKIRA He TONbKO He NpeaocTaBuT
KoY gewndpoBaHns, NO3BONAOLWMNA XKEPTBE BHOBb NOJYYNUTb AOCTYMN K CBOMM
KOMMbIOTEPHbIM AaHHbLIM, HO 1 onybankyeT nx B 6aore, pasMeleHHOM B JapKHeTe. 9ToT
6nor Ha3biBaeTca DLS, 4To o3Ha4vaeT «Data Leak Site» (calT yTe4ykn AaHHbIX). Bbikyn
onJsia4nBaeTCs B KPUNTOBAIOTE, Yalle BCero B BUTKomHax.

C y4yeToM nHcopmaummn, cobpaHHOM Ha AaHHbIN MOMEHT B paMKax TeKyLlero
paccrnefoBaHus, BNacTU NpeanosiaratoT, YTO CyLlecTBYyeT psag HeCoobLEeHHbIX C/ly4aes.
OTO CBSAI3aHO C TE€M, YTO XXEePTBbl 3TOW rPynnbl, ONacasacb 3a CBOK penyTauuto, NNaTaT
Tpebyembin BbIKYN N/Man 0TKa3sbiBaloTCA nogasaTb Xanoby. MPC, fedpol n OFCS
noAvYepKMBaloT, 4TO noJada »kasiob No3BonseT paclMpuTb KPYr BO3MOXXHbIX HanpaBiaeHUN
paccnefoBaHus U, clefoBaTesNbHO, YBEIMYUTL LLIAHChI Ha ycrex B 6opbbe ¢ aTumMum
NpecTynHbIMKX rpynnamMn. Bnactn HanoMmnHalT, 4TO He cnefyeT NAaTuTb BbiKyn,
NOCKOJIbKY 3TO CNOCOBCTBYET (DMHAHCMPOBAHUIO AeATEeNbHOCTU NPeCcTYNHUKOB. [To3ToMy
peKoMeHOyeTCs MPOKOHCY/IbTUPOBATbLCA C BNACTAMU, Npexge 4yeM npegnpuHuMaTh Kakume-
nnbo pencTema B cyiydae TpeboBaHUS BblKyrna B CBA3U C 3apakeHnem BbIMOraTesIbCKUM
Nno.



XOTS 3TK aTakuM C NCNOJSIb30BaHWUEM MPOrpaMM-BbIMOraTenen, Kak npaBusio, COXHbI,
OO/IbLUMHCTBO U3 HUX MOXXHO NPefoTBpaTUTb. Yalle BCero BXoAHbIMN BOPOTaMU OJ18 TaKux
aTakK ABAATCA He 0OHOBNEHHbIE CUCTEMBI U YAaNeHHbIN JoCcTyn, Takon Kak VPN (Virtual
Private Network) n RDP (Remote Desktop Protocol), KoTopble He 3alinLLEHbI
AByXMaKTopHOM ayTeHTUdukaumen (2FA). TposaHCKMe nporpamMmmsbl, b1oKupytowne gaHHble
(NporpaMmbl-BbIMOraTenn), MOryT HAHECTUN 3HAYNTENbHbIN yLepb, ocobeHHO ecnn
3aTPOHYTbI Balln pe3epBHble KOMNuKU. B calydae Takoro MHUMAEHTa CoOXpaHanTe
CMOKONCTBME N gencTeynTe o6aymMaHHOB cnyyYae nHumaeHTa cHavasna Heobxoammo
3ab/10KMpoBaTh BCE MHTEPHET-coeanHeHns (Beb, aneKTpOoHHas NoYTa, yaaJeHHbIN 4OoCTyn
n VPN mexay cantamm), a 3aTeM HeEMeLJIEHHO NPOBEPUTb M 3alNTUTb PEe3epPBHbLIE KOMUN.
CncTteMbl Tak»Xe OO0/KHbI ObiTb KaK MOXXHO cKopee (hM3NYECKN OTKJIKOYEHbI OT 3apa>keHHOoM
ceTn. OCHOBHas Lesib YCTPAaHEHUS MHUNOEHTA — BbISIBUTb MYTb 3apa>KeHUs u
npenoTBpaTUTb HOBOE 3apa)keHune. BnacTtn pekoMeHayloT BO BCeX C/y4asx rnoaaBaThb
3asaBJieHne B NoNLUIO.

MNpn NHUMJEHTe, CBA3aHHOM C NPorpaMMon-BbiMoraTenem, Heobxoanmo obpaTuTb
BHMUMaHWe Ha ciefyoume MOMeHTbI:

OrpaHuyeHue yuwepba

Hemep/ieHHO OTKJ/IIOYMNTE 3apa)KeHHble CUCTeMbl OT ceTu. Jnd 3Toro otcoegnHmnTe ceTeBou
kabenb oT KOMMbIOTEPa N OTKJIKOHNTE BCe 6ecr|pOBo,qu|e ceTeBble aganTepbl.

NpeHTudukauma 3apa>keHHbIX CUCTEM

XypHansl (logs), C MOMOLLbIO KOTOPbIX MOXXHO, HAanpumep, oTCAeAnTb AOCTYMN K CETEBbIM
ONCKaM, MOFYT MOMOYb B UAEHTUMUKALUN 3apaXKeHHbIX cMcTeM. MeTagaHHble
3alUNPPOBAHHbIX JAaHHbIX TaKXKe MOryT AaTb NOACKAa3KM O 3apPa’Ke€HHbIX CUCTEMAX,
HanpuMep, O MoJib30BaTeNIbCKUX YYETHbIX 3aMncsX, KOTopble Co34aNn 3TU AaHHble. He
3abyabTe TakXKe COXPaHUTb XXYpHasbl.

OOGHapy>xeHue

>KypHanbl NOYTOBbIX CEPBEPOB, MPOKCU-CEPBEPOB 1 BpaHOMay3pOB, a Tak>Ke BO3MOXXHOI0O
nporpaMmMHoro obecnevyeHnsa 6e30MacHOCTN MO3BOMIAIOT ONpeaenmTb MaclwTabbl
3apaxkeHuns n obHapyxutb URL-agpeca n IP-agpeca 3/10yMbllWEHHUKOB. 3abnokunpynrte
3Tn URL-agpeca u IP-agpeca Ha BHYyTpPEHHEM NpoKCcu-cepeepe nan bpaHamayspe. Takum
obpa3om, Bbl NpefoTBpaTUTE NOAKIOYEHNE K MHPPACTPYKTYpPE 3/10YMbILUNIEHHMKA. B
c/lyqae 3apa’keHuns no 3J1eKTPOHHOW no4Te HekoTopble ccbiikn (URL-appeca n IP-agpeca)
WHOr4a MO>XHO OOBOJIbHO JIErKO Npo4YnTaTh MO HENOCPEACTBEHHO B 3/IEKTPOHHOM
nncbme (rmnepcceisika), MMbo B MpUNOXKEHUN.

YronosHoe 3asiBJieHUue

depepanbHoe yrpaBseHne no knbepbesonacHOCTM peKkoMeHAyeT BO BCEX CAyYvanax
noaaBaTb YroJIOBHOE 3asiBNieHMNEe. 3apaHee pewmnTe, XOTUTe 1 Bbl 3TO cAenaTb.
KoMneTeHTHbIM OPraHOM SAB/ISAETCA KaHTOHaJIbHas MoOAnULUMs rno MecTy Ballero
HaxoXxaeHuns. Bbl MOXKeTe HanTU KOMNETEHTHbIN MOMLENCKNI Yy4acToOK Ha Beb-canTe
«Suisse e-Police».

Monnuns NPOKOHCYNbTUPYET BaC N0 AaJIbHENLLUUM OEACTBUSAM, B YaCTHOCTW MO BOMNpocam
obLleHNs C aBTOpPaMMN aTakn 1 MOBEAEHMS MO OTHOLLIEHMIO K HUM. ObcyaunTte
LenecoobpasHOCTb HEMEOJIEHHOr0 BMeLWlaTeIbCTBa NOJIMLNM B Ka4eCcTBE NOOAEPKKN.



KpMMMHanMCTM‘IeCKaﬂ IKCnepTMn3sa

CBOEeBpEMEHHO NPUMNUTE peLLleHne 0 MPOBEeAEHNN KPUMUHANNCTUYECKON SKCNEPTU3bl. ITa
3KCnepTmn3a Ba>KHa, 0Cob6eHHO ecnun Bbl HAMepPEHbI NoAaTh 3aABJ/IeHUe B NOANLMIO. B TakoMm
cnly4ae 3apaHee nponHpopMmnpynTe 06 3TOM OpraHbl YyroJIOBHOIMO NpecsiefoBaHns n
obcyanTe ganbHenwmue waruv (Msy4yeHne spenoHocHoro MO, KOHTpMepbl N T. 4.).

Bbino 6bl LenecoobpasHo, 4TOObI cneunann3npoBaHHbIN COTPYLAHUK NN NOCTABLUNK YCyr
coxpaHun BydepHyto NaMaTb U XXeCcTKe ANCKU A0 Ntobon NONbITKN peMOHTa Uan
nepesarnycka COOTBETCTBYIOLMX CUCTEM, KOTOPbIe AeNaloT NOCAe[YOLWY0
KPMMUHAIMCTUYECKYI0 dKCNepTu3y NpakTU4eCckn HEBO3MOXXHOMW. ECnun B Bawen KoMnaHUm
HeT HeobXoAUMBIX CreunanncToB, cnefnyeT obpaTUTbLCA K 3KCNepTY.

Pe3epBHoe KOnMupoBaHue Bamu¢pOBaHHbIX AaHHbIX

Ecnu pesepBHble KOMUN TakxXe Bbin 3angpoBaHbl, PEKOMEHAYETCS COXPaHUTb U
chenaThb PE3ePBHYI0 KOMUIO 3TUX 3alIMEPPOBAHHbLIX AaHHbIX, YTOObI BNOC/IEACTBUN UX
MO>XHO OblJI0 paclndpoBaTh, ecn byeT HalngeHo pelleHne. B HEKOTOpPbIX CyYvasx
opraHbl 6€30MacHOCTY 1 YroJIOBHOIO NpecsiefoBaHNsA B X04e CBOMX paccsiefoBaHNN
CMOr N MOJTYYUTb AOCTYN K KJI04YaM WM HAUTU MeTobl PacLLUNpPOBKN.

NMepeycTaHOBKA 3aTPOHYThIX CUCTEM

MNepen HavyaloM BOCCTAHOBJIEHUS AAaHHbIX HEOOX0AMMO NepeyCcTaHOBUTb 3apa’kKeHHbIe
cucTemsbl. icnonb3yemas onepaunoHHas cMcTeMa AoJ/KHa O6blTb NosyYeHa C Ha4eXHOoro
HOCUTENS AaHHbIX.

Mpn onpeneneHHbIX YCI0BUSAX MOXXHO MOJIHOCTbIO MJIN YaCTUYHO BOCCTAHOBUTb AaHHble
Lla>ke Npu OTCYTCTBUM pPe3epBHbIX KON, JewmndpoBaHne NHOr4a BO3MOXXHO, ec/n:

e BbiIMOraTesibckoe O He 3awwnppoBasio NIN He YOa/INI0 MOMEHTallbHble CHUMKN
(shadow copies) B Windows;

CYLLEeCTBYIOT MOMEHTaJIbHble CHUMKW BUPTYasibHbIX MaLlLUWH U Npeabiayuime Bepcumn
hannos B 0b61a4HbIX CepBUCaXx;

* BO3MOXXHO KPUMUHANNCTUYECKOe BOCCTaHOBJIEHNE yAaNleHHbIX (DanoB;

pyHKLMA WndpoBaHUS BbIMOraTenbckoro MO conepXnT owmnbKu nav n3secTeH Koy
newmngppoBaHus.

CanT https://www.nomoreransom.org COAeP>XXUT COBETbI MO UaeHTUpuKauum
BpenoHocHoro MO v npefgnaraeT BO3MOXHOCTb 3arpy3nTb Y>Ke U3BECTHbIE KJTH04YU.
Nomoreransom.org — 3TO COBMECTHbIW NMpoeKT noanuyun Hnaoepnannos v EBponona, B
KOTOPOM Takxe y4acTtsyeT LLBenuapckasa KoHpenepauums.

YTO KacaeTcs BblKymna, KOTOPbIN 06bIYHO TPEbYIOT 3/10YMbILL/IEHHUKWN, TO KOMMAETEHTHbIE
OpraHbl COBETYIOT €ro He NMAaTUTb, NOSACHASA, 4TO HET HNKAKOWN FrapaHTUK, 4TO
MPEeCTYNHUKN He onybAnKYIOT AaHHbIE NN HE U3BNEKYT U3 HUX APYrYHO Bbirogy rnocre
ynnaTbl Bbikyna. Kpome Toro, /itobon ycnewHbin WaHTaXk noby>xaaeT 3/10yMbILLUIEHHNKOB
MpoaoJ/i>KaTb CBOU OENCTBUSA, PUHAHCMPYET pa3BuUTME aTakK 1 CrnocobcTByeT nxX
pacnpocTpaHeHunio. ECnn Bbl BCe XXe HaMepeHbl 3anJaTUTb BbIKYrM, TO HACTOATENbHO
pekoMeHayeTcs 06CyanTb 3TN AENCTBUSA C KAHTOHaNbHOW MOMNLNER.

B npowwnbii 4eTBepr Tpu 04eHb Cepbe3Hble opraHm3aunm - PegepasnbHas NpoKypaTypa
(MPC), ®epepanbHoe nonuuenckoe ynpasneHune (fedpol) n ®epepanbHoe ynpasseHue rno



knbepbesonacHocTn (OFCS) - onybankoBanm COBMECTHOE KOMMIOHMKE, B KOTOPOM
coobLmam o TOM, 4TO B NocsefHNe MecsLbl xakepckas rpynna AKIRA akTusuminpoBasna
CBOIO fgeATenbHOCTb B LBenyapun. Okono 200 npegnpusaTuin CTanam )xepTBaMm aTak C
NCMoJib30BaHMEM MporpaMmm-BbiMoraTtesien. Yuepb B HacTosiLee BpeMs cocTaBnaeT
HECKOJIbKO MUJIJIMOHOB LLIBENLAPCKNX (PpaHKOB, @ B MMPOBOM MacwTabe - HECKONbKO
COTE€H MWUJIJIMOHOB [0J1J1aPO0B.

C anpens 2024 ropa ®enepanbHaga npokypaTtypa (MPC) BegeT yrosioBHoe paccienoBaHume,
KOTOopoe KoopanHupyeTcsa ®egepasbHbiM NOANLENCKUM ynpasneHueM (fedpol) B TeCHOM
coTpyaHu4decTBe ¢ PenepasbHbIM yripasaeHuem no kmbepbesonacHoctn (OFCS) un
BJIACTAMU HECKOJIbKMNX 3a0eNCTBOBAHHbIX CTPaH. DTO YroJIoBHOE Aes10 NpoTuB
Hen3BeCTHbIX JINL, CBA3aHO C HECKOJIbKUMMU aTakaMn C NCMOJIb30BaHMEM MNPOrpaMmm-
BbIMOraTefie, COBEPLUEHHbIMN B nepuofd ¢ Masa 2023 roga no ceHTabpb 2025 roga npotums
LWBENLAPCKNX KOMMaHUN. 3TN aTakKn, OTBETCTBEHHOCTb 3a KOTOpble B35/1a Ha cebs
XakKepckada rpynnmposBka nopn Ha3saHuem AKIRA, npoaoosikaloTca n B nocsaenHme Mmecsubl
cTanu ewe 6onee MHTEHCUBHLIMU. BnacTn oTMeTuIn yBenn4yeHne 4yncsaa ciy4vaes,
CBSAA3aHHbIX C OA4HUM N TeM e BbiMoraTtesibCkuMm MO (0T 4 0o 5 B Hepento, 4To aBnaeTcs
pekopAHbIM NokasaTtenem gns Lsenyapuu), 4To CBUAETENbCTBYET O BbICOKOW aKTUBHOCTU
AaHHOW rpynnsbl.

depnepasbHas NpoKypaTypa NpUHSAIa Ha cebss HECKOIbKO KaHTOHasIbHbIX YIrOJIOBHbIX Aef,
BO36Yy)XAEHHbIX B CBA3M C 3TUM ABNeHMEM. PaccnenoBaHne B OTHOWEHUN HEN3BECTHbIX 1LY
Mo NOA03PEHMNIO B XULLEHUN AaHHbIX (CT. 143 YK), noBpexXxaeHnn gaHHbix (cT. 144bis YK) n
BbIMOraTenbcTBe (CT. 156 YK), a Tak>Xe no Nnogo3peHnto B NOKYLLUEHUN HaA BbIMOraTeNbCTBO
(cT. 22 B coyeTaHun co cT. 156 YK).

pynna AKIRA nossunack B MapTe 2023 roga v BbICTpo CcTasia NpeaMeToOM HEeCKOJIbKNX
cTaTeun B cneumanusnposaHHou rnpecce. OHa OencTByeT C NOMOLLbIO CreunanbHbIX
nporpamm, pa3spaboTaHHbIX CeunanbHO 8 3TOW Lenn, U pacnonaraet MexayHapogHom
UT-nHdppacTpykTypon, pacnpenesieHHON rno HeCKoJibkUM cTpaHaMm. OHa NpakTUKyeT To,
4TO 06bIYHO Ha3biBaeTCHA ABOMHbLIM BbIMOraTe/IbCTBOM, 3aKJIH0HYAOLWMMCS B NOXULLEHNN
JAaHHbIX XXepTBbl nepen nx wugposaHueM. lNocne wngpoBaHUA OaHHbIX XXepTBa MOXeT
TOJIbKO KOHCTaTUPOBaTb MOJIHYIO UM HYaCTUYHYIO BJIOKMPOBKY CBOEN KOMIMbIOTEPHOWN CeTH,
4YTO OeNnaeT AeATeNIbHOCTb NocTpajdaBLUen KOMNaHUM NOTEeHUNaIbHO HEBO3MOXXHON. Ecnu
BblKyNn He ByaeT BbinaavyeH B ycTaHOBAEHHbIN cpoK, AKIRA He TONbKO He NpeaoCcTaBuT
KJ1I0Y AelngpoBaHns, NO3BOIAOLWNNA XXepTBe BHOBb NOJY4YUTb AOCTYMN K CBOUM
KOMMbIOTEPHbIM OaHHbLIM, HO 1 onybaukyeT nx B 610re, pasmMeLleHHOM B JapKHeTe. IToT
6nor Ha3biBaeTca DLS, 4To o3Ha4vaeT «Data Leak Site» (canT yTe4ykun faHHbIX). BbiKyn
ornJlayMBaeTCsa B KpUNTOBaNOTE, Yalle BCcero B bBuTKomHax.

C y4yeToM nHgpopMaumm, cobpaHHOW Ha OaHHbLIA MOMEHT B paMKaX TeKyLlero
paccnenoBaHuUs, BAacTX NMpennosiaratoT, 4TO CyLWwecTBYyeT paf HeCOObLWEeHHbIX C/Ty4Yaes.
9TO CBA3a@HO C TEM, YTO XKEPTBbI 3TOWN FPyMnnbl, ONacasacCb 3a CBOK penyTauuio, NiaTaT
Tpebyembin BbiIKyn n/unn oTkasbiBatoTca nogasaTb Xanoby. MPC, fedpol n OFCS
NnoAYepKMBAOT, 4TO Nnoaava »Kanob No3BosgeT paclMPUTb KPYr BO3MOXXHbLIX HanpaB/ieHUin
paccnenoBaHusa n, cnefoBaTesibHO, YBE/IMYNTL WAHCLI Ha ycrnex B bopbbe ¢ aTumMun
NpecTynHbIMK rpynnaMmu. Bnactm HanoMmMHaloT, 4TO He cnefyeT NAaTUTb BbiKyn,
MOCKOJIbKY 3TO CNOCOBCTBYEeT (hPMHAHCUPOBAHUIO OEATESIbHOCTU NMPECTYMHUKOB. MNo3ToMy
peKoMeHAyeTCs MPOKOHCYIbTUPOBATLCA C BNACTAMU, Npexne 4eM npegnpuHuMaTh Kakume-
nmbo pencTeua B cnyyae TpeboBaHMA BbiKyna B CBA3M C 3apa>ke€HNEM BbIMOraTeIbCKUM
no.



XOTS 3TK aTakuM C NCNOJSIb30BaHWUEM MPOrpaMM-BbIMOraTenen, Kak npaBusio, COXHbI,
OO/IbLUMHCTBO U3 HUX MOXXHO NPefoTBpaTUTb. Yalle BCero BXoAHbIMN BOPOTaMU OJ18 TaKux
aTakK ABAATCA He 0OHOBNEHHbIE CUCTEMBI U YAaNeHHbIN JoCcTyn, Takon Kak VPN (Virtual
Private Network) n RDP (Remote Desktop Protocol), KoTopble He 3alinLLEHbI
AByXMaKTopHOM ayTeHTUdukaumen (2FA). TposaHCKMe nporpamMmmsbl, b1oKupytowne gaHHble
(NporpaMmbl-BbIMOraTenn), MOryT HAHECTUN 3HAYNTENbHbIN yLepb, ocobeHHO ecnn
3aTPOHYTbI Balln pe3epBHble KOMNuKU. B calydae Takoro MHUMAEHTa CoOXpaHanTe
CMOKONCTBME N gencTeynTe o6aymMaHHOB cnyyYae nHumaeHTa cHavasna Heobxoammo
3ab/10KMpoBaTh BCE MHTEPHET-coeanHeHns (Beb, aneKTpOoHHas NoYTa, yaaJeHHbIN 4OoCTyn
n VPN mexay cantamm), a 3aTeM HeEMeLJIEHHO NPOBEPUTb M 3alNTUTb PEe3epPBHbLIE KOMUN.
CncTteMbl Tak»Xe OO0/KHbI ObiTb KaK MOXXHO cKopee (hM3NYECKN OTKJIKOYEHbI OT 3apa>keHHOoM
ceTn. OCHOBHas Lesib YCTPAaHEHUS MHUNOEHTA — BbISIBUTb MYTb 3apa>KeHUs u
npenoTBpaTUTb HOBOE 3apa)keHune. BnacTtn pekoMeHayloT BO BCeX C/y4asx rnoaaBaThb
3asaBJieHne B NoOAULUIO

MNpn NHUMJEHTe, CBA3aHHOM C NPorpaMMon-BbiMoraTenem, Heobxoanmo obpaTuTb
BHMUMaHWe Ha ciefyoume MOMeHTbI:

OrpaHuyeHue yuwepba

Hemep/ieHHO OTKJ/IIOYMNTE 3apa)KeHHble CUCTeMbl OT ceTu. Jnd 3Toro otcoegnHmnTe ceTeBou
kabenb oT KOMMbIOTEPa N OTKJIKOHNTE BCe 6ecr|pOBo,qu|e ceTeBble aganTepbl.

NpeHTudukauma 3apa>keHHbIX CUCTEM

XypHansl (logs), C MOMOLLbIO KOTOPbIX MOXXHO, HAanpumep, oTCAeAnTb AOCTYMN K CETEBbIM
ONCKaM, MOFYT MOMOYb B UAEHTUMUKALUN 3apaXKeHHbIX cMcTeM. MeTagaHHble
3alUNPPOBAHHbIX JAaHHbIX TaKXKe MOryT AaTb NOACKAa3KM O 3apPa’Ke€HHbIX CUCTEMAX,
HanpuMep, O MoJib30BaTeNIbCKUX YYETHbIX 3aMncsX, KOTopble Co34aNn 3TU AaHHble. He
3abyabTe TakXKe COXPaHUTb XXYpHasbl.

OOGHapy>xeHue

>KypHanbl NOYTOBbIX CEPBEPOB, MPOKCU-CEPBEPOB 1 BpaHOMay3pOB, a Tak>Ke BO3MOXXHOI0O
nporpaMmMHoro obecnevyeHnsa 6e30MacHOCTN MO3BOMIAIOT ONpeaenmTb MaclwTabbl
3apaxkeHuns n obHapyxutb URL-agpeca n IP-agpeca 3/10yMbllWEHHUKOB. 3abnokunpynrte
3Tn URL-agpeca u IP-agpeca Ha BHYyTpPEHHEM NpoKCcu-cepeepe nan bpaHamayspe. Takum
obpa3om, Bbl NpefoTBpaTUTE NOAKIOYEHNE K MHPPACTPYKTYpPE 3/10YMbILUNIEHHMKA. B
c/lyqae 3apa’keHuns no 3J1eKTPOHHOW no4Te HekoTopble ccbiikn (URL-appeca n IP-agpeca)
WHOr4a MO>XHO OOBOJIbHO JIErKO Npo4YnTaTh MO HENOCPEACTBEHHO B 3/IEKTPOHHOM
nncbme (rmnepcceisika), MMbo B MpUNOXKEHUN.

YronosHoe 3asiBJieHUue

depepanbHoe yrpaBseHne no knbepbesonacHOCTM peKkoMeHAyeT BO BCEX CAyYvanax
noaaBaTb YroJIOBHOE 3asiBNieHMNEe. 3apaHee pewmnTe, XOTUTe 1 Bbl 3TO cAenaTb.
KoMneTeHTHbIM OPraHOM SAB/ISAETCA KaHTOHaJIbHas MoOAnULUMs rno MecTy Ballero
HaxoXxaeHuns. Bbl MOXKeTe HanTU KOMNETEHTHbIN MOMLENCKNI Yy4acToOK Ha Beb-canTe
«Suisse e-Police».

Monnuns NPOKOHCYNbTUPYET BaC N0 AaJIbHENLLUUM OEACTBUSAM, B YaCTHOCTW MO BOMNpocam
obLleHNs C aBTOpPaMMN aTakn 1 MOBEAEHMS MO OTHOLLIEHMIO K HUM. ObcyaunTte
LenecoobpasHOCTb HEMEOJIEHHOr0 BMeLWlaTeIbCTBa NOJIMLNM B Ka4eCcTBE NOOAEPKKN.


https://www.suisse-epolice.ch/#/search-station

KpMMMHanMCTM‘IeCKaﬂ IKCnepTMn3sa

CBOEeBpEMEHHO NPUMNUTE peLLleHne 0 MPOBEeAEHNN KPUMUHANNCTUYECKON SKCNEPTU3bl. ITa
3KCnepTmn3a Ba>KHa, 0Cob6eHHO ecnun Bbl HAMepPEHbI NoAaTh 3aABJ/IeHUe B NOANLMIO. B TakoMm
cnly4ae 3apaHee nponHpopMmnpynTe 06 3TOM OpraHbl YyroJIOBHOIMO NpecsiefoBaHns n
obcyanTe ganbHenwmue waruv (Msy4yeHne spenoHocHoro MO, KOHTpMepbl N T. 4.).

Bbino 6bl LenecoobpasHo, 4TOObI cneunann3npoBaHHbIN COTPYLAHUK NN NOCTABLUNK YCyr
coxpaHun BydepHyto NaMaTb U XXeCcTKe ANCKU A0 Ntobon NONbITKN peMOHTa Uan
nepesarnycka COOTBETCTBYIOLMX CUCTEM, KOTOPbIe AeNaloT NOCAe[YOLWY0
KPMMUHAIMCTUYECKYI0 dKCNepTu3y NpakTU4eCckn HEBO3MOXXHOMW. ECnun B Bawen KoMnaHUm
HeT HeobXoAUMBIX CreunanncToB, cnefnyeT obpaTUTbLCA K 3KCNepTY.

Pe3epBHoe KOnMupoBaHue BaIJJI/Iq)pOBaHHbIX AaHHbIX

Ecnu pesepBHble KOMUN TakxXe Bbin 3angpoBaHbl, PEKOMEHAYETCS COXPaHUTb U
chenaThb PE3ePBHYI0 KOMUIO 3TUX 3alIMEPPOBAHHbLIX AaHHbIX, YTOObI BNOC/IEACTBUN UX
MO>XHO OblJI0 paclndpoBaTh, ecn byeT HalngeHo pelleHne. B HEKOTOpPbIX CyYvasx
opraHbl 6€30MacHOCTY 1 YroJIOBHOIO NpecsiefoBaHNsA B X04e CBOMX paccsiefoBaHNN
CMOr N MOJTYYUTb AOCTYN K KJI04YaM WM HAUTU MeTobl PacLLUNpPOBKN.

NMepeycTaHOBKA 3aTPOHYThIX CUCTEM

MNepen HavyaloM BOCCTAHOBJIEHUS AAaHHbIX HEOOX0AMMO NepeyCcTaHOBUTb 3apa’kKeHHbIe
cucTemsbl. icnonb3yemas onepaunoHHas cMcTeMa AoJ/KHa O6blTb NosyYeHa C Ha4eXHOoro
HOCUTENS AaHHbIX.

Mpn onpeneneHHbIX YCI0BUSAX MOXXHO MOJIHOCTbIO MJIN YaCTUYHO BOCCTAHOBUTb AaHHble
Lla>ke Npu OTCYTCTBUM pPe3epBHbIX KON, JewmndpoBaHne NHOr4a BO3MOXXHO, ec/n:

e BbiIMOraTesibckoe O He 3awwnppoBasio NIN He YOa/INI0 MOMEHTallbHble CHUMKN
(shadow copies) B Windows;

CYLLEeCTBYIOT MOMEHTaJIbHble CHUMKW BUPTYasibHbIX MaLlLUWH U Npeabiayuime Bepcumn
hannos B 0b61a4HbIX CepBUCaXx;

* BO3MOXXHO KPUMUHANNCTUYECKOe BOCCTaHOBJIEHNE yAaNleHHbIX (DanoB;

pyHKLMA WndpoBaHUS BbIMOraTenbckoro MO conepXnT owmnbKu nav n3secTeH Koy
newmngppoBaHus.

CaunT https://www.nomoreransom.org COAep>XUT COBETbI N0 UAEHTUDUKaLNK
BpenoHocHoro MO v npennaraeT BO3MOXXHOCTb 3arpy3nTb Y>Ke U3BECTHbIE KJTHYK.
Nomoreransom.org — 3TO COBMECTHbIW NMpoeKT noanuyun Hnaoepnannos v EBponona, B
KOTOPOM Takxe y4acTtsyeT LLBenuapckasa KoHpenepauums.

YTO KacaeTcs BblKymna, KOTOPbIN 06bIYHO TPEbYIOT 3/10YMbILL/IEHHUKWN, TO KOMMAETEHTHbIE
OpraHbl COBETYIOT €ro He NMAaTUTb, NOSACHASA, 4TO HET HNKAKOWN FrapaHTUK, 4TO
MPEeCTYNHUKN He onybAnKYIOT AaHHbIE NN HE U3BNEKYT U3 HUX APYrYHO Bbirogy rnocre
ynnaTbl Bbikyna. Kpome Toro, /itobon ycnewHbin WaHTaXk noby>xaaeT 3/10yMbILLUIEHHNKOB
MpoaoJ/i>KaTb CBOU OENCTBUSA, PUHAHCMPYET pa3BuUTME aTakK 1 CrnocobcTByeT nxX
pacnpocTpaHeHunio. ECnn Bbl BCe XXe HaMepeHbl 3anJaTUTb BbIKYrM, TO HACTOATENbHO
pekoMeHayeTcs 06CyanTb 3TN AENCTBUSA C KAHTOHaNbHOW MOMNLNER.

PS. N ewe ogHa HOBOCTb B TEMY, He TakKas MacwTabHasa, HO BCe Xe KpaHe HenpusaTHas,
€CJIN OHa KOCHEeTCA KOro-To 13 Hac. Mbl y>ke pacckasbiBanm 06 y0BKax MOLLIEHHUKOB,


https://www.nomoreransom.org/fr/index.html

«paboTalowmx» Co WBENLAPCKON CUCTEMON MITHOBEHHbIX NaaTexen Twint. YBbI, OHU He
CTOAT Ha MecTe. HoBbIN MeTo BbIMOraTesibCTBa, 0 KOTOPOM npeaynpexaaeTt
depnepasbHOE BeAOMCTBO Mo knbepbesonacHoCTU, HauesieH Ha Nonb3oBaTenen Twint, ewe
TOJIKOM He NPOCHYBLUNXCSA: 3aNpoChbl HAa AeHblI1, 3aMacKMpPOBaHHbIE MO BO3BpaT CPeacTs,
C caMoro yTpa.

MponcxognT 3To Tak. PAHHUM yTpoM - AnHb! 3To yBegomsieHne oT Twint: «BoT geHbru,
KoTopble 5 Tebe fomkeH». YenoBek BCNOMMHAET: HaKaHyHEe OH BbIXOAW C OPY3bSMU,
Ka)XAbl NaaTua 3a CBOW 3aKa3. Hnyero yameBmTenbHoOro, AyMaeT OH, YTO eMy BO3BpallaloT
YyacTb geHer. CNnpoCOHbA OH Ha)XMMaeT Ha KHOMKY. M ... C ero c4yeTa CNUCbIBAlOTCA OEHbIU.

B 60MbLUMHCTBE C/ly4YaeB 3TN MOLWWEHHMYECTBA KacaloTcs HeEBONbLLUMX CYMM, YacTO MeHee
100 cbpaHKoOB, TUNMYHBIX Ana apy3en. OFCS yxe faBHO cneguT 3a pa3/in4yHbIMK
MOMbITKaMN MOLWEHHMNYEeCTBa, CBA3aHHbIMK C Twint 1 HANOMUHAET O HECKOJIbKUX MPOCTbIX
npaBuaax, KOTOpbIE MOMOryT 3aWnTUTL cebs. Bo-nepBbiX, NOy4YeHne naaTe)xxa yepes
Twint nponcxognT aBToMaTu4eckn, 6e3 HeobxooMMOCTN YTO-TO HAXKUMATb NN
noaTBep»XaaTb. Bo-BTOpbLIX, BCEraa BHUMATEs/IbHO NPOBEPANTE 3aNpoChl Ha onnaTy -
CYyMMYy, noJiyqaTesia N XapakTep TpaH3aKuuu.

KnbepbesonacHocTb LLBenuapumn
KnbepnpecTtynHoCTb B LLBENLLAPUNA

Hapexna CMOQCKaﬂ
Nadia Sikorsky

Rédactrice, NashaGazeta.ch

CTtaTbu no Teme

LLIiBeLapCcKas aTaka Ha «XxakepoB»
LLiBerulapua noa NpuLLesioM XakepoB

LLiBenuapusa skcTpaampoBasa B CLLIA poCCMNCKOro Xxakepa, KOTOPOMY rpo3aT 142 roaa
THOPbMbI

LliBenapckasa pa3Begka K kmbepatake rotosa?
KnbepaTtaka 3aTpoHYyJla dhegepaabHble yypexaeHus LLisenapun
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