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NMHTepHeT-MOLWEeHHUKU He apemMnioT | Les
fraudeurs ne dorment pas
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B nocnenHee BpeMA B LIJBe|7|L|,ap|/||/| dKTUBN3NPOBaAJZINCb 3JIOYMbILLJTEHHUKN, NCMNOJIb3YOLWINe
MecCCeHa>Xepbl N CoLMaJibHble CETHU. YTo HY>XHO 3HaTb, 4yTObObI HE MONACTb B J'IOByUJKy?

Récemment, en Suisse, les cybercriminels utilisant les messageries et les réseaux sociaux
sont devenus plus actifs. Que faut-il savoir pour ne pas tomber dans le piege?

Les fraudeurs ne dorment pas

HauwnoHanbHbIN LueHTp knbepbesonacHocTn (NCSC) pernctpupyet Bce bonblue coobuieHnmn
O MOLUEHHNYECTBE, K KOTOPbIM OTHOCATCS HanpuMep, npensioxeHnsa o pukTueHonm paboTe.
LLIBenuapckme aboHEHTbI Ha NPOTSXXEHUN YXKE HECKOJIbKNX Heaesb noyyatoT
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becyncneHHble 3BOHKK, a Takxe cooblieHnsa yepes SMS, WhatsApp, Telegram n gpyrue
MecCeHaXXepbl C NpenioXKeHNEM NONYHYNTb 3HAYNTENbHYIO NPUBLISIb 33 HECTOXKHYIO
paboTy. No coobuweHnam Le Temps, TONIbKO B KAaHTOHE Bo [eCATOK »KepTB NOTEPSAIN TaKNUM
obpa3om B 0bwen cnoxHocTtn 130 000 hpaHKOB, NMPUYEM MOSIOBMHY 3TON CYyMMbI 3anaTui
3/10yMbIlWJIEHHUKAM OLIVH YeJI0BeK.

CoobuieHunsa BbIrnagaT NpaBaonoaobHO u NpuxoaaT oT HeKUx AMenun, beaTtpuc nnanm Jlioka,
KOTOpble YTBep>X4atoT, YTO NpenCcTaBAsfloT WBenLapckne KOMNaHnm, HanpmuMep,
PageGroup Switzerland nnn Stellenpartner AG Schweiz. OHM NUWYT Ha aHIJINNCKOM,
MHOrga - Ha HEMELKKOM fA3blKe, 0TBeYas C pa3HULEN B HECKOJIbKO YaCOB WIN fa)Ke MUHYT,
4TO co3faeT WIJII03MI0, YTO C BaMM CBA3bIBAOTCA peasibHble ntoaun. «Pabota» cocTonT B
TOM, 4TObObI OLLEHMBATb, HAaNpUMep, oTenn Ha canTe Expedia n 3apabaTtbiBaTb 0T 400 oo
700 eBpo B AeHb. Ecnun cobecengHnk nposaBnasieT MHTEPEC N OTBEYaeT, TO pekpyTep
nopy4YaeT eMy OLUEHUTb OTeNN Ha OHNanH-NNaTdopmMax. BupTyanbHbii 3apaboTok
oTobparkaeTcsa B KPUNTOBAMOTHBLIX KOLWIENIbKaxX 1 3a YeTBEPTb Yaca MOXeT BbICTpo
COCTaBUTb OKOJIO TPMALaTu hpaHKOB, CTPEMUTENLHO YBENn4MBascCh. lNMpasaa, 4Tobbl
0OHaNM4YNTb OEHLIUN, HYXKHO... 3aN1aTUTb. B 0AHOM 13 cnyyaeB epTBa Oblila BbIHY)XAEHaA
BHecTun 6onee 19 ThicAY paHKOB, 4TOObLI MONY4YUTb «3apnaaTy» B pa3Mmepe 12 Thicay.

MoLLueHHNYeCTBO HOCUT MaccoBbIv XapakTep: B NCSC B HacTosLlee BpeMsa exeHenenbHo
noctynaeT 6onee AByX ThiCAY XaN06. CKONIbKO MMEHHO NIOAEN Y)Xe CTaNn XXepTBaMu
KnbepnpecTyrnHNKOB, y3HaTb HEBO3MOXXHO, TaK KaK He BCce obpallatoTcsa B NOSNLMIO.
Y4yuTbiBaga TOT (hbakT, 4TO NoaobHble KaMnaHUM NPOBOAATCA B 6bonblMX MacwTabax, gaxke
He3Ha4YUTesIbHbIN NPOoLEHT 0OMaHyYTbIX N0AEN MOXKET NMPUHECTU 3/1I0YMbILLUJIEHHUKaM
npubbINb.

JIOrn4HoO, 4TO MHOIMX UHTEpPecyeT BOMPOC: KaknM 06pa3oM NpecTynHUKM NoaYyHnan 4OCTyn
K Hawunm TenedoHHbIM HoMepaM. BaprnaHTOB HEMaJsIo - yKpaB NepcoHasibHble AaHHbIE,
KYMNUB y>Ke YKpaZeHHyto 6a3y fAaHHbIX B JapKHeTe, erasibHo npunobpeTsa aAaHHble y
npoBanaepoB 6ecnaaTHbIX yCayr, KOTopble TakuM obpa3om 3apabaTbiBaloT AeHbr . Mbl
CaMu OCTaBJISIEM HOMepa NMpu perncTpaunm Ha oHManH-NIaTHOPMax, B KOHKYpCcax uUim
pPeKSIaMHbIX KaMMaHMsX - 3Ta UH(opMaLUns MoXKeT BbiTb NepenaHa U nepenpogaHa
TPETbUM N1LaM, NPUYEM Mbl HEPEAKO HAaXKMMAEM Ha KHOMKY «MPUHSTb YCII0BUS», faXKe He
ynuTas ux.

NHoroa MolWeHHNKN OencTBYOT 6osiee TOHKO: 3BOHSsILLME NPeaCcTaBAsAOTCA COTPYAHMKAMM
WHMOPMALMOHHOIO LIeHTPa MEAULIMHCKOrO CTPaxoBaHMs 1 npeanaratoT CKUOKK Ha
CTpaxoBble B3HOChI. BepuTb 3TUM 3aMaH4YMBbIM NPEAJIOKEHNAM HE CTOUT. He cTouT BepuTh
N B TOM C/lly4ae, eC/In BaM 3BOHSAT NMpeacTaBUTeNn noanummn, TamoxxHu, MHTepnona nnm
Me>xayHapoO4HOro cysia U roBopsiT, YTO MOCbIJIKA C HAPKOTMKAMN NepexBayYeHa, a opaep Ha
Ball apecT Yy>Xe BbIMUCaH.

Kak »xe pearmpoBaTb Ha coobLLeHNA MOLWEeHHNKOB? IrHoOpMpoBaTb 1 610KMpoBaTb KX, MO
BO3MOXXHOCTU >KaJlysiCb Ha HUX C MOMOLLbIO CneunanbHON (PyHKLUK B MPUI0XKeHUN. Tem
)K€, KTO MoHec (OMHaHCOBbIE NOTepU, CTOUT 06paTUTLCA B NOoANLUIO. NMOMHUTE, 4TO C
MOMOLLbIO COBPEMEHHbIX MNAAaT(OPM MOXKHO NMoanenaTb HoMep TenedoHa Nbon cTpaHb:
eC/I1 Ha 3KpaHe oTobparkaeTcs WBeNLapCKuin HoOMep, TO 3TO eLLe He 3HAYUT, YTO 3BOHOK
coenaH n3 Weenuapun. HemegneHHo knagute TpybKy, eCaiv Bam NO3BOHU «COTPYOHUK
EBponona». Ecnv Bbl NpenocTaBuan faHHble KPeAUTHOW KapTbl, TO CBSXKUTECH C BaHKOM,
4T10bbl 3a610KMpPOBaThL ee. TO )Ke caMoe CTOUT cAeslaTb, €C/IN Bbl COBEPLUWIIN NJIAaTEX - B
HEKOTOPbIX C/Iy4asix TPaH3aKLUMIO eLle MOXXHO OCTaHOBUTb. He npefocTaBnsiTe HAKOMY
yAaJIeHHbIN 4OCTYN K CBOEMY KOMMbIOTEPY MM TenedoHy.



OCTOPOXXHOCTb CTOUT MPOSABAATL HE TOJIbKO NPU NOJIy4eHUN CoobLeHna OT HeE3HAKOMOro
nnua, HO 1 B TOM CJly4ae, ecsiu OHO OTrNpPaB/IeHO OT O4HOIM0 13 BalLUX KOHTAKTOB.
Hanpumep, KTO-TO 13 BalUMX 3HAaKOMbIX CBA3bIBaeTCs ¢ BaMum no WhatsApp v npocnTt
MOMOYb B peLleHnn cpo4Hom npobaemsbl. Bce, 4HTO HY>XHO caenaTb, - 3TO OTANPaBUTb KOA,
KOTOpbIN npuiiesn BaM rno SMS. B 3TOT MOMEHT BO3HMKaeT cobsia3H okasaTb APYry ycayry,
Belb NpocTas nepepava Koga Hm4ero He ctonT. OQHAKO HECKOJIbKO MITHOBEHUI CMYCTSA
Bal cobcTBeHHbIN akkayHT WhatsApp byneTt 3abnokmnpoBaH, 1 Bbl B0/bLUe He CMOXeTe
OTNpaBNATb U NoJly4aTb COOOLLEHUS.

Kak nosacHsaeTca B KomMioHUKe NCSC, npn TakoMm Buae MoLIeHHUYeCTBa akKKayHT
CBSA3aBLUErocs C BaMu 4YesioBeKa y)xe B3JIOMaH N KOHTPOJINpyeTCca Xakepom. ony4ms
OOCTYM K CMNCKY KOHTAKTOB XEePTBbl, MPECTYMNHUK MOXXET MOMbITaTbCA NOJYYUTb KOHTPOJIb
Hag OpYruMu y4eTHbIMK 3anucaMn. Onsa sToro HeobxoanMmo NOATBEPAUTb, HTO MMEHHO OH
ABNAETCSA B/lajenbLeM HoMepa, CBA3aHHOI0 C Y4eTHOW 3anncbio, NoO3TOMY XakKepy
HeobxoaMMOo y3HaTb U BBECTU LUECTU3HAYHbIA KO, OTNpaB/IeHHbIN Ha YCTPONCTBO
3aKOHHOro BilagesibLua HoMepa. Kaxxaas cnefyrwas CKOMNPOMeTUPOBaHHAA y4eTHas
3anuncb MPUHOCUT HOBble KOHTaKThl, KOTOPbIE NPEeCTYMHUKMK MblTaloTca 06MaHyTb. Mpwn
3TOM OHW He MOryT MPOYNTaTb Pa3roBOpPbI, TaK KakK OHW 3aMnCbiBalOTCS JIOKaJIbHO Ha
yCTPONCTBaxX OTNpaBuTesNs 1 nosyyvyaTens coobeHun.

B3nomas y4yeTHyto 3anncb B WhatsApp, MOLLEHHNKKX MOTYT LWWaHTa)XUpPoBaTb XEPTBY,
Tpebys 3annaTuTb onpefeneHHyo CyMMy 3a BO3BpaT akKayHTa; pacchliflaTb CraMm, B
YaCTHOCTM, CO CCbIJIKaMU Ha PULLNHIOBblE CTPaHULbI NN peKlaMy MHBECTULNOHHbIX
adep; NCNONb30BaTb YYETHYIO 3aMnCb B MOLLEHHNYECKNX 0OBbABNEHUAX, YTO MOXET
OKa3aTbCsA YOOOHbIM ONa NPeCcTyNHUKOB, AENCTBYIOWNX N3-3a pyber)ka v MbiTalowmxcs
BblAaTb cebs 3a WBenuapLeB.

YT106bl 3aWNTUTL Cebs, He NepenaBanTe NOJlyHYeHHbIe KOAbl TPETbMM NnuaM. B ciyyae
COMHEeHWI Bbl BCErga MoXKeTe NO3BOHUTb 3anpalinBalowemMy KoL YeNoBKY N BbIACHUTb
npunynHy. Bcerga akTuBupynTe AByX(MakKTOpHYO ayTeHTUdukauuno B WhatsApp.
YcTaHOBUTE WEeCTM3Ha4YHbIn Kog, 6e3 KoToporo B byayuieM HEBO3MOXHO byaeT nepeHecTu
y4yeTHyo 3anncb WhatsApp Ha gpyroe yCTponcTBO. DTU e Mepbl MOXKHO UCMOJIb30BaTh U
ON15 3alMThl aKKayHTOB B Facebook nnun Instagram. Ecnm KTo-To y>xe B3/Jil0Mas Bally
Y4YeTHYI0 3anucb, TO npeaynpennTe CBON KOHTaKTbl O TOM, YTO OT Ballero MUMeHM M MoryT
ObITb OTNpPaB/IeHbl MOLWEHHNYECKMEe coobuieHuns.
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TununYHbIM Npodunib MUHAHCOBOro MOLLUEHHMKA
BH/MMaHWIO MOLLEHHNKOB

Bce XOTAT ncnoab3oBaTbh HaLIW JaHHbIE, HO KTO GyQGT X 3almuiaTh?
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